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7KLV GRFXPHQW LV WKH | L &EW3E H/Q B WU R EVOHSHR EEQGONHER\S SEDW
W HP&<35(66 SURMHFW

7KH &<35(66 SURMHFW DLPV DW GHYHORSLQJ QRYHO NQRZOHGJH
HQVXUH WKH VHFXULW\RIVXSSO\WKURXJKWKHWUDQVPLVVLRQ JUI
RIF\AEHU WKUHDWV DQG LQWHJUDWLQJ WKHP LQWR D FRKHUHQW SUJ
DUWLFXODWHGDORQJWKUHHUHVHDUFKWKHPHY DLPLQJWRGHYHC
SXWHUVLPXODWLRQDQG ODERUDWRU\WHVWLQJRIWKHF\EHU SK\V|
LL WHFKQLTXHVIRUDVVHVVLQJWKHF\EHU SK\WLFDO VHFXULW\RIH
HQKDQFLQJWKHF\EHU SK\VLFDO VHFXULW\RIHOHFWULFHQHUJ\VX
WKHFDWHJRU\RIalXQGDPHQWDO UHVHDUFKb ZLWKLQ WKHPHDQLQJ
LWLV H[SHULPHQWDO DQG WKHRUHWLFDO ZRUN XQGHUWDNHQ HVVH
RQ WKHIRXQGDWLRQV RI SKHQRPHQD RUREVHUYDEOH IDFWV 7KH S
PHUFLDO WRROV

7KH ZRUN SUHVHQWHG LQ WKLY GREXPHQW KDV EHHQ SHUIRUPHG
& ULWHULDDQGEHQFKPDUNV IRU B\FHKY 8EMWHF\D DYUH. R N&R3 6 0636H: B HIQ\
HUDOL]JHDQGDGDSW WKHFRQFHSWV FXUUHQWO\XVHG LQ UHOLDEL
VA\VWHPV VR WKDW WKH\ FDQ FRUUHFWO\ FRYHU WKH F\EHU WKUHDV
FRPPXQLFDWLRQ OD\HUV 7KHGRFXPHQW LV WKHRXWFRPHRIWDVN
PDQFHPHWULFVWRTXDQWLI\WKHRYHUDOO OHYHO RIF\EHU VHEXU|
SRZHU V\VWHP DQG WR TXDQWLI\KRZWKHVH SURSHUWLHV GHFRPSR
DVQDWLRQDO WUDQVPLVVLRQJULGY JHQHUDWLRQ V\VWHPV DQG C

$V WDVN  ZDV WKH ILUVW DFWLYLW\LQ WKH &<35(66 SURMHFW
XQGHUVWDQGLQJ RI WKH EDVLF FRQFHSWV LQ HOHFWULFDO HQHUJ
ELEOLRJUDSKLF UHVRXUFHVY EHFDPH DSSDUHQW 5DWKHU WKDQ DF
LWO\ WKHRQVHWRIWKLVYUHSRUW ILUVW SURYLGHV HVVHQWLDO ED
DQGFRPPXQLFDWLRQ QHWZRUNV &KDSWHU DV ZHOODVWKHFRQF
DQG F\EHU VHEXULW\ &KDSWHU 7KHUHSRUW VXEVHTXHQWO\LQYV
PHWULFV WKDW DUH SUHVHQWO\ XVHG E\WKH HOHFWULF SRZHU V\VV
SRVDOV IURP WKH VFLHQWLILF OLWHUDWXUH &KDSWHU DQG UHO
PXVWEH QRWHG WKDW WKH IRFXV KDV EHHQ SODFHG RQ WKH FOHDU
WDEOLVKLQJWKHLU UHOHYDQFH IRUWKH UHVHDUFK VFRSH Rl WKH .
PHWULFVRYHU GLIITHHHQWW XE§DOWEBDIQVPLVVLRQ JULGY ORZHUY
HWEV DOVR SUHVHQWHG 'HILQLQJWKH SUHFLVH GHFRPSRVLWLRQ L
KDVWREHIROORZHG XS DW D ODWWHU VWDJH DQG ZKLOH SUHFLVH



IRUF\EHU SK\VLFDOULVNDVVHVVPHQWDQGULVNPDQDJHPHQWLQ't

$XWKRUFRQWULEXWLRQV

7TDEOH OLVWVDOOWKHDXWKRUVWKDW KDYH FRQ VU RBXMWRHK®DW W M/UK

FR ZURWH FKDSWHUV DQRQG DQGLVWKHPDLQHGLWRURIWKHU
ZULWLQJ &KDSWHU SURRI UHDG WKHHQWLUH GRFXPHQWDQG SUR
DQGFRUUHFWLRQV )DUVKLG )DJKLKLFR ZURWHFKDSWHUV FKDSWH
WHUV FKDSWHUV DQG +HDOVR FROQWULEXWHG WR WKH GLVFXVYV
DQGUHYLHZHG WKHZKROHGRFXPHQW 'DYHG6LQJHO2HDQG 9RONDAQ
-RQDWKDQ )UDQFDUW SURYLGHG LQSXWV WR FKDSWHUV DQG 3LH
WKHHQWLUH GRFXPHQWDQG SURYLGHGIHHGEDFN

$XWKRU $IILOLDWLRQ
(IWK\PLRV .DUDQJHORYV 7DVN OHDGHU 8QLYHUVLW?2C
.ODDV 7KRHOHQ .DWKROLHNH 8QLYHUVLWHL!
)DUVKLG )DJKLKL 8QLYHUVLW2OLEUHGH %U >
)U2G2ULF 6DERW 8QLYHUVLW?2OLEUH GH %UX
'DYH6LQJHO2H .DWKROLHNH 8QLYHUVLWHLW
9RONDQ *XOHU .DWKROLHNH 8QLYHUVLWHL\
-RQDWKDQ )UDQFDUW 8QLYHUVLW?2GH/L®JF
3LHUUH +HQQHDX] 8QLYHUVLW?2OLEUH GH %U:

+DNDQ (UJXQ :RUN SDFNDJHOHDGHU .DWKROLHNH8QLYI

7TDEOH J/LVWRI$XWKRUV

&RUUHVSRQGLQIJDXWKRU H NDUDQJHORV#XOLHJH EH



,QWKHODVWWZR GHFDGHV DIWHUVHYHUDO GHFDGHV RIUHODWLY#
EHHQWUDQVLWLRQLQJWRPDWGN\KZKEIWZ'3BDO G HBERGHIMUHMGHOHF
SRZHU JULGLQIUDVWUXFWXUHIRULPSURYHGHIILFLHQF\ UHOLDELC
DQG DOWHUQDWLYHHQHUJ\VRXUFHV WKURXJK DXWRPDWHKIG FRQW
$VVXFK LQIRUPDWLRQDQGFRPPXQLFDWLRQVWHFKQRORJ\ ,&7 LC
DQG FRPPXQLFDWLRQ QHWZRUNV LV LQFUHDVLQJO\DSSOLHG WR PI
JULBKHPRGHUQ HOHFWULF SRZHU V\VW H F \FEDHQ WSKX V LEFEDHOIRQ Y IAGHHPU H
DF\EHUV\VWHP FRQWUROV DQG UHVSRQGV WR SK\VLFDCNEMWLWLHV
VA\VWHPWXUQ LV D V\VWHP WKDW XWLOLVHVD FROOHFWLRQRILQWHUI
VHUYLFHV FRPSXWHUV\VWHPV HPEHGGHG SURFHVVRUV DQG FRQW
RUWUDQVLW > @ ,Q D QXWVKHO O FW R P QE FDRN ISR KPVBIKROERDHI W K
RGDWWHG WR SODQDQG RSHUDWH WKH SK\VLFDO V\VWHP

7KH ZLGH VFRSHRI IXQFWLRQDOLWLHY WKDW WKH F\EHU SK\VLFD
GHSLFWHGE\WKHB6PDUW *ULG $UFKLWHFWXUHORGHOWE*SFRP@ LQ )
SRQHQW OD\HU GLVWLQJXLVKHVY EHWZHHQ WKH SURFHVVHV LQ WK
FRQYHUVLRQ FKDLQ JHQHUDWLRQ WUDQVPLVVLRQ GLVWULEXWLR
WRPHU SUHPLVHYV DQG WKHKLHUDUFKLFDO]JRQHVIRUWKHPDQDJHF
JRQHVUDQJHIURPILHOG VWDWLRQDQGHQWLUHJULGRSHUDWLRQV
DJHPHQW ORJLVWLFV FXVWRPHUUHODWLRQV ELOOLQJ WR WKH
JRQHVIROORZVWKHFRQFHSWV RIIXQFWLRQDO VHSDUDWLRQDQG G
VLIQHG WR VSHFLILF]JRQHYV DQG]RQHV W\SLFDOO\DJJUHJDWH WKH
OD\HUVLQ)LJXUH UHSUHVHQW YDULRXVSHUVSHFWLYHVRQWR WK
QHVV IXQFWLRQDO LQIRUPDWLRQDQGFRPPXQLFDWLRQ SHUVSHEFV

JRUWKHUHPDLQGHU R I WHAGOW HE[MVXW Kt WWHRUPH IHU W R D QRHAMHZRIOND W HOQG WRID W
FRPPXQLFDWLRQ QHWZRUN



J)LIXUH 7TKH6PDUW *ULG $UFKLWHFWXUHORGHO >

7KHWLJKWLQWHJUDWLRQRISRZHUJULGLQIUDVWUXFWXUHV ZLW
JULGRSHUDWLRQV YXOQHUDEOHWRF\EHU UHODWHG GLVUXSWLRQ\
WR WKH SK\WLFDO WKUHDWV 8QLQWHQWLRQDO GLVUXSWLRQV FDQ
VRIWZDUHDQG QHWZRUNPLVFRQILIXUDWLRQV 7KHVHYXOQHUDELC
LOQWHQWLRQDO DLP RI GLVUXSWLQJSRZHU JULG VHUYLFHV $V SRZt
DQG SK\VLFDO VHFXULW\ PDQDJHPHQW LV WKXV Rl SDUDPRXQW LPS
WKH &<35(66 SURMHFWLVWRFRQWULEXWHWRWKHDGYDQFHPHQW R
UHOLDELOLW\PDQDJHPHQWRIWKHHOHFWULF SRZHUWUDQVPLVVLF

7KH SUHVHQW UHSRUW GRFXPHQWY WKH ZRUN SHUIRUPHG ZLWKLC
WKH REMHFWLYHV RI L GHYHORSLQJUHOHYDQW SHUIRUPDQFH PH\
VHFXULW\ UHVLOLHQFH DQGUHOLDELOLW\ RIDEXONHOHFWULF SF
HUWLHVY GHFRPSRVHRYHUWKHGLIIHUHQW VXEV\VWHPV VXFKDV QD'
WHPV DQG ORZHU YROWDJH GLVWULEXWLRQ JULGYV (VWDEOLVKLQ.
GLVFLSOLQDU\SURMHFW WHDP RIVSHFLDOLVWV LQ HOHFWULF SRZF
JLQHHULQJVKRXOGEH XQGHUVWRRG DV SUHUHTXLVLWHWR DFKLHY

&KDSWHU RIWKLV UHSRUW DLPV WR SURYLGH WKH EDVLF EDFNJ
IXQFWLRQDO RUJDQL]DWLRQDO VWUXFWXUHV WKHDVVRFLDWHG F
PDLQFRPSXWDWLRQDODSSOLFDWLRQV ,QDFRPSOHPHQWDU\VHQV
LQFRPPXQLFDWLRQVQHWZRUNV 7KHGHILQLWLRQVRIWKHIXQGDP!
F\EHU VHFXULW\DUH SURYLGHG LQ FKDSWHU )XUWKHU FKDSWHU
VI\VWHP UHOLDELOLW\DQG UHVLOLHQFH DV ZHOO DV WKH GHFRPSR
VXE VIVWHPV DQG IXQFWLRQDO OHYHOV &KDSWHU SUHVHQWYV WKF
UHVSHFWLYH GHFRPSRVLWLRQ SULQFLSOHV



,Q RXUPRGHUQ VRFLHW\ HOHFWULFLW\LV WKHIXQGDPHQWDO LQJL
SRZHU V\VWHPV DUH GHVLJQHG WR SURYLGH D FRQWLQXRXV VXSSO
HUQ GD\HOHFWULF SRZHU V\VWHPV DUHRILPPHQVH SK\VLEDO VL]H
FRQWLQHQWY WKURXJK QDWLRQDO DQG LQWHUQDWLRQDO LQWHUF
RI &RQWLQHQWDO (XURSHFRYHUV WKH ZKROH DUHD VKRZQ LQ EOXH
VA\VWHPV DUH HIWUHPHO\ FRPSOH[ GXH WR WKH SK\WVLFDO QHHG WR ¢
OLEULXP ZKLOH JHQHUDWLRQ DQG GHPDQG YDU\ DFFRUGLQJ WR WK
UHVSHFWLYHVWDNHKROGHUYV DQGWUDQVPLVVLRQDQG GLVWULEX
FRPSRQHQWY > @ > @ )LIJXUH LOOXVWUDWHY WKH EXOM HOHFW
JHQHUDWLRQ WUDQVPLVVLRQDQG GLVWULEXWLRQ VWDNHKROGH
LQWURGXFWLRQ WR WKHEXONHOHFWULF SRZHU V\VWHP

6WUXFWXUHDQG VXEV\VWHPYV

JLIXUH VKRZVDQHOHFWULF SRZHU VAIVWHP LQWKHIRUPRIDVLPS(
DVWDQGDUG VIPERO IRUHDFK FRPSRQHQW DQG VKRZV WKH W\SLFD
FRPSRQHQWYVY $V VKRZQ LQ )LJIJXUH WKH EXON HOHFWULF SRZHU \
PDMRU VXE V\VWHPYV

L*HQHUDWLRQ SODQW

7JUDGLWLRQDOO\ HOHFWULFLW\LVJHQHUDWHGLQFHQWUDOL]H!
RIVHYHUDO NLORYROWY W\SLFDOO\IURP WR N9 ZLWK D VWU
IUHTXHQF\DQG DPSOLWXGH 7KHUHDUHGLIIHUHQW JHQHUDWLRC

$OWKRXIK QRW QHFHVVDU\ WKH UHDGHU PD\ ZLVK WR UHYLVH WKH IXQGDPHQW
FROQWHQWY )RULQVWDQFH WKHUHDGHUPD\ZLVKWRDOVRVWXG\i RI> @WRUHY



J)LIXUH 7TKH(XURSHDQ (OHFWULF 3RZHU 6\VWHP

VRXUFH RI HQHUJ\ XVHG 7KH GLVSDWFKDEOH SRZHU SODQWYV DL
QXFOHDU SODQWYV 1RQ GLVSDWFKDEOH SRZHU SODQWV LQFOXC
ZLQGIDUPVDQG39SODQWY 8VLQIJDVWHS XSWUDQVIRUPHU WK
YROWDJHV RIKXQGUHGV RINLORYROWYV "XHWRWKHYHU\KLJK HI
WUDQVIHUUHG WR WKH VHFRQGDU\ RI WKH WUDQVIRUPHU LV DOF
WKHYROWDJH OHYHO LVDQHIILFLHQW DSSURDFKWR WUDQVPLW
GLVWDQFHV ZLWKPLQLPXP OLQH ORVVHYV

LELJK YROWDJH 7UDQVPLVVLRQ JULG

7KKLJK YROWIWUDQVPLVVLRQJULGLVWKHEDFNERQHRIWKHHOF
IHUV HOHFWULF SRZHU RYHU ORQJ GLVWDQFHV IURP FHQWUDOL
VIVWHPV 7\SLFDOO\ HOHFWU L R 8&RZHUQDMNGRD @ K URBAHERE HD/E Q J
OLQARVW H[SOLFLWO\VKRZQ LQ )LJXUH DW YROWDJH OHYHOV L
6RPHWUDQVPLVVLRQ OLQHV PRVWO\LQ XUEDQJULGYV DUH DOVF

6XEVWDWHRMWR D IXQGDPHQWDO FRPSRQHQW RI WKH WUDQVPL"
VWDWLRQV HVWDEOLVK WKH SK\VLFDO FRQQHFWLRQV EHWZHHQ
VLRQ OLQHV DQG GLVWULEXWLRQ JULGV WR IRUP D PHVKHG +9 W
WLYHLWFKJHDXUH VKRZV WKH VLQJOH OLQH GLDJUDP RIDQ +9 '
WUDQVPLVVLRQOLQHV ZLWK NOWUDQVPLVVLRQOLQHV E\KRVYV
HTXLSPHQWDQG WUDQVIRUPHUV )XUWKHU +9 09 /9 VXEVWDWLR
WLRQ QRGHVIRUIHHGLQJWKHGLVWULEXWLRQJULGYV

+LJK YROWDJH GHU& FOLDXWUBGW H[SOLFLWO\VKRZQ LQ )LIJXUH

GLVWDQFH SRZHU WUDQVP L\LVUIHEQ &SURUBIMAHVHXEXON WUDQVP L\
HOHFWULFDO SRZHU +9'& OLQNV DUH FRQQHFWHG WR WKHPDLQ ¢
WR'& RQRQHVLGHDQGDQLQYHUWHU '& WR $& RQ WKH RWKHU"
EHWZHHQ N9DQG N9 +9'& OLQNV KDYHWKUHHPDLQ XVHFDV
HITHFWLYH IRUORQJ GLVWDQFH WUDQVPLVVLRQ ,QGHHG OLQH
$& VIVWHPV $OVR +9'& OLQNVEDVHGRQ 9ROWDJHBRXUFH &RQYF

7KHWHUP VZLWFKJHDU FROOHFWLYHO\UHIHUVWR D VHW RIFLUFXLW EUHDNHUYV
SURWHFWDQGLVRODWHHOHFWULFDOHTXLSPHQW



)LIXUH %XONHOHFWULF SRAHBU;VQWWNHR2ZOOXVWUDWLR

J)LIXUH (OHFWULF SRZHU VA\VWHP FRQILJXUDWLRQDQG

SRZHUFRPSHOQNDSMORQRURULQGXFWDQFHEDQNYV 7KLVLVSDU!
DV $& FDEOHV DUH YHU\FDSDFLWLYHDQG WKXV KDYH KLJK FKDUJ
YROWDJH SURILOH +9'& RYHUKHDG OLQHV EHFRPH FRVW HIIHFW
+9'& XQGHUJURXQG FDEOHVEHFRPHFRVW HIIHFWLYHDIWHU W
XVHG IRUFRQQHFWLRQV EHWZHHQ FRXQWULHV D) ® ARRRHAWLR
ZLQG SODQWY K\GURHOHFWULFLW\ KRZHYHUPRUHDQGPRUH +¢
WULHV $QRWKHU XVH FDVHRI+9'& OLQNV LV WKHLQWHUFRQQHF
JULGVRSHUDWLQJDW GH IJWKHQRUWHKTRIHREDBWRSHUDWHY DW  +
DW +] RUJULGVWKDWDUHWRRODHJHWR RBEAQHBRWMLR QW EWRG
(XURSHDQG WKH 1RUGLF FRXQWULHV

LOIHGLXP ORZYROWDJH 'LVWULEXWLRQJULG
TKRHGLXP ORZOYROWOGUHUWULEXWLRQ JULG FDUULHVY HOHFWULF ¢



J)LIXUH +9 VXEVWDWLRQVLQJOH OLQHGLDJUDP

VIVWHPWRWKHLQGLYLGXDOFRQVXPHUV 7KHKLJKYROWDJHSRZ
GRZQ E\WUDQVIRUPHUV WR WKH SULPDU\PHGLXP YROWDJH GLVYV
GLVWULEXWLRQOLQHV VXSSO\WKHODUJHFRQVXPHUV VXFKDVL
WKLV SDUWRIWKHJULGDIJDLQVWHSWKHYROWDJHGRZQIURP ZKI
SOLHVWKHFRPPHUFLDODQGUHVLGHQWLDO FRQVXPHUYV DOO Wi
7\SLFDO FRPSRQHQWV RIDGLVWULEXWLRQ V\VWHP DUHGLVWULTE
WZHHQ WKH WUDQVPLVVLRQ DQG GLVWULEXWLRQ V\VWHPV IHH
WHUPLQDOV WR WKH LQSXW WHUPLQDOV RI WKH GLVWULEXWLRC(
GRZQ WKH YROWDJH WR WKH OHYHO XVHG E\ WKH GLVWULEXWLR"
IRUPLQJWKHGLVWULEXWLRQJULG VHUYLFHPDLQV FRQGXFWR
WLRQJULG DVZHOODVVZLWFKHV SURWHFWLRQHTXLSPHQW D
WRSRORJ\DQG WKHVFKHPHRIFRQQHFWLRQ DGLVWULEXWLRQ V
GLDOJULGLVDWUHHVKDSHWRSRORJ\QRUPDOO\VHW XS IRUUX
RIWKLVJULG WKHVXSSO\V\VWHP EH\RQG WKHIDLOHG HOHPHQW
XVXDOO\XVHGLQ XUEDQDUHDVIRUJUHDWHU UHOLDELOLW\
$QHZIHDWXUHRIWKHPRGHUQ SRZHU V\VWHP LV WKHODUJHLQWI
VRXUFHV PRVWO\FRQQHFWHG WR WKH GLVWULEXWLRBRWKG 'XH
WRZDUGV DQG IURP WKHFRQVXPHUV RISRZHUDUHEHFRPLQJPR
WLRQJULGYV

LMRQVXPHUV
3RZHU VI\VWHP ORDGYV FRQVLVW RILQGXVWULDO FRPPHUFLDO D
FDQEHUHVLVWLYH HJ HOHFWULFODPS LQGXFWLYH H J LQGX
WKHP ,QGXVWULDOORDGVDUHFRPSRVLWHORDGVZLWKDKLJKS
DQGUHDFWLYHSRZHUFRQVXPHGE\WKHVHFRPSRVLWHORDGV DL
IUHTXHQF\ &RPPHUFLDODQGUHVLGHQWLDO ORDGY OLNHOLJKYV
IUHTXHQF\DQG FRQVXPHQHJOLJLEO\VPDOO UHDFWLYH SRZHU H
WKURXJKRXW WKH GD\DQG DOVR GHSHQGV WR D VLJQLILFDQW Gl
HYHQWV

Y'LVWULEXWHG *HQHUDWLRQ (QHUJ\6WRUDJH

,Q WKHPRGHUQ SRZHU V\VMWHWPU MEXHWHKEDUEQRBFBVQ MRID OL]H G (QH
BWRUDBHLY JURZLQJDW D UDSLG SDFH '*XQLWV DUH VPDOO PHG
VWDOOHGFORVHWRWKHORDGVDQGWKXVFRQQHFWHGDW WKHO
WR ZLQG 5HRGIZDEOH (QHE®B RO BBV &R PEIOXEEHYHDWB® G 3RZHL



JHQHUDWLRQ 6LPLODUO\ '"(6 XQLWYV DUHDOVR LQVWDOOHG DW
ORZ PHGLXP YROWDJHOHYHOV

2UJDQL]DWLRQDQG VWDNHKROGHUYV

7KHPRGHUQHOHFWULFSRZHUV\VWHP RUJD QL] DAVRIPFPPG GHIDPAHHO\R Q W
HOHFWULFDOWQHQBPBQGEWKH VHFXUHWUDQVPLVVLRQDQG GLVWUL
GLVWLQFWLRQ EHWZHHQ WKH HQHUJ\ FRPPRGLW\DQG WKH SRZHU C
UHDVRQV DPRQJZKLFKZHXQGHUOLQH WKDW

" (OHFWULFDOHQHUJ\LVQRQ VWRUDEOHLQDODUJH VFDOH WKHL
RYHU WLPH

B 7KHLQVWDQWDQHRXVDPRXQWRISRZHUJHQHUDWHG LQMHFWH(
WULF SRZHU VI\VWHP VKRXOG DOZD\VUHPDLQLQ EDODQFH 7KHL
IDVWDQGWRRFRPSOH[WRDOORZVXFKLQVWDQWDQHRXV EDODC
LIHG PDQQHU WKURXJK WKH WUDQVPLVVLRQ DQG GLVWULEXWLR
PDNLQJDSSURDFKLVQHFHVVDU\LQUHDO WLPHWRPRQLWRUDQ

"= 7KHJULGHFRQRPLHVRIVFDOHDUHVXFKWKDWEXLOGLQJDOWHU!
HUDWLRQDQG FRQVXPSWLRQ VXE VI\VWHPV LV XQMXVWLILDEOH
JULGV DUH XQLTXHRYHU D JHRJUDSKLFDO DUHD ORUHRYHU HO|
FRQVXPSWLRQDFFRUGLQJWR WKH ODZV RI SK\VLFV WKURXJK WK
RIWKHWUDQVPLVVLRQDQG GLVWULEXWLRQJULGVDOVRUHTXLL

$VDFRPPRGLW\ HOHFWULFDOHQHWUHJILV WUPBBW 3 H E BRFNW DI Q\C
HUV WKURXJK WKH HOHFWULFLW\PDUNHW 7UDQVPLVVLRQDQG GLV
UHVSHFWLYHO\ SURYLGHWKHFRPSOHPHQWDU\VHUYLFHRIVHFXUL
DEOHERWKPDUNHW WUDGLQJDQG VI\VWHP RSHUDWLRQ V\VWHP RS}
UHVSHFWLYH JULGV VKRUWO\ EHIRUH UHDO WIPWHSMPRERNQWRLQW
WUDGLQJ EHWZHHQ EX\HUVDQG VHOOHUV LQ WKH HOHFWULFLW\ PD
WUDQVDFWLRQVLQWKHHOHFWULFLW\PDUNHWDUHLQHIIHEW DJUH
IXWEHHLRG RI WLPH GWKOHLWY R UFDSIWBHHERQGH [W KR XU DQ KRXWBHQ WKH QH
QD WA XODWRUHNYWDERWNWMHKH UXOHV DQG RYHUORRN WKH FRRUG |
DQG V\VWHP RSHUDWLRQ

(OHFWULFLW\PDUNHWYV

7TKHHOHFWULFLW\PDUNHW LV RUIJDQL]J]HG DW WZRMDLLVONRHD® MO HY H
SRSXODWLRQRIVPDOO PHGLXHP BHDHRKW QICALYN. \CPROOVKR XKWWK ROG HQ
PHQWV IRUWKH SURYLVLRQ RUH® B @I8HE WX CHAQHAHPBIOPL WD W WKLV C
VWDQGLQJDQGUHIHUWRWKHXQVSHFLILHGHQHUJ\DPRXQWV WKDW
XVDHIWKH ZHOO NQRZQ UHVLGHQWLDO DJUHHPHQW VWUXFWXUH Z
WKHUDWHDW ZKLFKWKHFRQVXPHUZLOOEHFKDUJHGIRUWKHHOHF
SHWDLOHUV DQGDJJUHIJDWRUYV KDYH WKHUROHRIUHSUHVHQWLQJ"
WULFLW\ FRQVZXRRON \DDROWNMHYRHBDUNHW $W WKLV OHYHO WUDQVDF!
VSHFLILHG HQHUJ\ YROXPHV DUH DJUHHG XSRQ ZKHFJXORDHW B LIDUW W F
SXUFKDVHV IURPD JHQHUDWRU WKH HQHUJ\DPRXQW WKDW LW HVW|I
GHOLYHU\SHULRGLQ WKHQH[W GD\

J)LIXUH SUHVHQWY WKH WUDGLQJ VHTXHQFH DW WKH ZKROHVD(
WLYH WLPHIUDPHYVY 7UDGLQJRIHOHFWULFLW\PD\DOUHDG\ KDSSHC
GHOLYHU\ SHULRGRUZIDQ GR$MDWER BGEHDUO\ VWDJH DJUHHPHQWYV EF
VHOOHUVDUHHVWDEOLVKHGLQD GLUHFW ELODWHUDO PDQQHU &C



J)LIXUH (OHFWULFLW\PDUNHW VHTXHQFH

DXFWLRQ/ERVYVWGWH ULP HEDY DKW D G DQG LQWUD GD\ EULQJWRJHWKH
WKDW VXEPLW RITHUV WR VR D O NHME E SIS BDREBI\WRIHUDWRU _V URO
ELGV ZLWK RIIHUVLQ D ZD\WKDW PD[LPL]JHV WKH PDUNHW ZHOIDUH §
HU\SHULRG V\VWHPRSHUDWRUVKDYHFHQWUDOL]HGFRQWURO RYH
DFFRPPRGDWH WKH H[FKDQJHV DJUHHG XSRQLQ WKH HOHFWULFLW\
EHHQ DJUHHGLQDGYDQFH XQGHU XQFHUWDLQW)\ DQG WKDW WKH PD
VA\VWHP ZLGH WHFKQLFDO FRPSOH[LW\ VI\VWHP RSHUDWRUV PD\ ZH ¢
NHHS WKH VA\VWHP |XQ F WL ROP B 0 QOUHDHOWK HPLHQHY LWDEOH IRUHFD V!
RXWSXW RI XQFHUWDLQ UHQHZDEOH JH Q HHUVDRY KR Q) RADAS MRH NVBXOINLH J U
QDQFLO@DO VHWWOHPHQW LN [V8IRBO\G MR K R/ DMMLYBXUUHG GXULQJ V
WR WKHHOHFWULF SRZHU VIVWHP HQG XVHUYV

7KH FURVV ERUGHU LQWHJUDWLRQ RI GD\ DKHDG HOHFWULFLW\P
WUDQVPLVVLRQJULG FDSDFLW\ LVWKHNH\PHFKDQLVP RIWKH (8 HC
WKLV PDUNHW PHFKDQLVP DOORZV WKH (XURSHDQ HOHFWULF SRZHL
QDWLRQDO ERUGHUV ZKLOH XVLQJ WKH DYDLODEOH LQWHU DQG LQ
VSHFLILFDGIQJOM WKHIKHDG $XFWERBXARX S MIQGI VHOOHUV FDQ VXE
RIITHUV DWWDFKHG WR D VSHEL A GLORRAAB@HERQ\ BVHMLF/H G IPH UHJLR QD «
SDUHDQG SURYLGHHYHU\GD\D VLPSOLILHG OLQHDUDQGFRQYH[U
WUDQVPLVVLRQJULG FDSDFLW\ LQ IXQFWLRQRIWKHQHW SRVLWLR
VHOHFWV ELGVDQGRIIHUV PD[LPL]LQJWKH ZHOIDUHRIWKH PDUNHYV
LW\ FRQVWUDLQWY WKXV LPSOLFLWO\DOORFDWLQJWKHJULG FDSI
WKLV GD\ DKHDG LPSOLFLW DOORFDWLRQRIWKHJULG FDSDFLW\ UH
WKH JULG SK\VLFV :HILQDOO\UHIHU WKHLQWHUHVWHG UHDGHU W
HOHFWULFLW\PDUNHWV

SHILRQDOO\ FRRUGLQDWHG VA\VWHP RSHUDWLRQ

7KH KLJKO\ PHVKHG HOHFWULFLW\ JULG RI (XURSH VHUYHV DV D SU
UHJLRQDOO\ FRRUGLQDWHG VI\VWHP RSHUDWLRQ $VPHQWLRQHG S
DJUHHG DFURVV WKH QDWLRQDO ERUGHUV RIFRXQWULHV DQG DFUR!"
RIWKHGLIITHUHQW (XURSHDQ 762V 7KURXJKWKHV\VWHP FURVV ERU
HQHUJ\DV ZHOO DV VHFXULW\WKUHDWY DOVRWUDYHUVH QDWLRQD
HITRUW WR GHYHORS PDLQWDLQDQG RSHUDWH WKLV JULG DV HIILFL
FRXQWULHV KDYHFRPH WRURWKEBEQ WHRWRBP WRH7UDQVPLVVLRQ 6\VW
WULFUWE2 H )RFXVLQJRQ SRZHU VI\VWHP VHFXULW)\ BbHUARBEOV H
BHFXULW)\ &RRASOL QRWRGWU WRLQWHJUDWHPXOWL DUHDPRGHOV D
PDQDJHPHQW VWUDWHJLHV EH\RQG QDWLRQDO ERUGHUV :LWKLQ W
QLQJWLPHIUDPH 56&V VHUYHWRDQDO\WHWKHPXOWL DUHD JULG V
FRRUGLQDWHG UHPHGLDO DFWLRQV ZLWKLQ DOO FRQWURO DUHDV L

ODLQ DFWRUYV
7KHPDLQ DFWRUVLQYROYHGLQ WKHSODQQLQJDQGRSHUDWLRQ RI

20iTh,ffrrrX2MibQ2X2mf



*HQHUDWLRQ PRMID DEMMVW RQ RZQ DQG RSHUDWH WKH JHQHUDWL
WKURXJK WKH ZKROHVDOH HOHFWULFLW\PDUNHW

/IDUJH FRQWXFFHKIDW LQGXVWULDO ORDGY WKDW SDUWLFLSDWH GLUH
DQGDUHFRQQHFWHG DWWKH +9 GLVWULEXWLRQOHYHO RIWKHJ

OHGLXP VPDOO PRXFKXPHUNVLGHQWLDO ORDGV WKDW GR QRW GLUHF
HOHFWULFLW\PDUNHWDQGDUHFRQQHFWHGDW WKHO09 /9 GLVW

(OHFWULFLWXDWVDALQ@ QBVSK\VLFDO DVVHWYV EXW SDUWLFLSDWH LC
UHSUHVHQWDWLYHV RI DJURXS RI VPDOO FRQVXPHUV ZLWK ZKR
OHYHO

$IJIJUHIDWMWMRDUW RZQ QR SK\VLFDODVVHWY EXW SDUWLFLSDWH LQ WK
UHVHQWDWLYHVRIDJURXSRIGLVWULEXWHG JHQHUDWLRQ HQH

7TUDQVPLVVLRQ 6\VWHF 3IEBQVDBWRWWVRU RSHUDWLQJ PDLQWDLQLQJL
FROWURO DUHDV RIWKH +9WUDQVPLVVLRQJULG

'LVWULEXWLRQ *ULG &ANWIFRQSHWMHNMRUWRSHUDWLQJ PDLQWDLQLQ.
HUDO PHGLXP ORZYROWDJHGLVWULEXWLRQ VXEV\VWHPV

)XQFWLRQDO ]JRQHVDQG KLHUDUFKLFDO OHYHOV

,QWKHFRQWH[WRIHOHFWULF SRZHU V\VWHP VW X IXLGHW IWRKHDQ | RVBHH
RIJHQHUDWLRQ WUDQVPLVVLRQ DQGGLVWULEXWLRQ 7KHPDLQLC
KDYHWUDGLWLRQDOO\EHHQRUJDQL]JHG XSRQWKHVHIXQFWLRQDO ]
DGGLWLRQ WKUHHKLHUDUFKLFDO OHYHOV DUH W\SLFDOO\XVHG WF
YLIXUH

L+LHUDUFKLHIQ OHYHO
+/ ,FRUUHVSRQGVWRJHQHUDWLRQIDFLOLWLHVDQG WKHLUDEL
V\VWHP GHPDQG +/ ,FDQEHH[WHQGHG WRVWXG\WKHLQWHUFRC(
WLRQ RIHDFK V\VWHP DQG WKHWLHOLQHV LQWHUFRQQHFWLRQ
WKHVFRSHRIDQDO\VLYV

LELHUDUFKLHDQ,OHYHO
+/,, UHIHUV WR WKH FRPSRVLWH JHQHUDWLRQ DQG WBXBDO\WPLVYV
SRZHU V\D Y9G RWYV DELOLW\WR GHOLYHU HQHUJ\WR WKHEXON VX!

LHLHUDUFKLHDQ,OHYHO
+/,,, LVDVVRFLDWHG WR WKHFRPSOHWH V\VWHPLQFOXGLQJJHC
WULEXWLRQ VI\VWHP DQGLWVDELOLW\WRVDWLVI\WKHGHPDQG

&RQWURODQG SURWHFWLRQ

&RQWURO VA\VWHP

(OHFWULFJULGVUHO\RQ FRQWURO ORRSVWRHQVXUH WKHLU VWDE
IROORZLQJHOHPHQWYV

" 6HQVRUV WKDW PHDV XUHH ERQWDO HWX BFXW UW DRMW
" &ROQWUROOHUV WKDW SURFHVV WKHPHDVXUHPHQWY RIWKHVHQ'



J)LIXUH +LHUDUFKLFDO OHYHOV > @

" SFWXDWRUV WKDW LPSOHPHQW WKH GRISHYLRO D RDWKH ARQUWQEFR
SRZHURI D JHOMR DWR U

7KLV VHFWLRQ EULHIO\GHVFULEHVY WKH PDMRU W\SHV RI FRQWUR

VHQWHG FRQWUROORRSVDUHJURXSH QW RERIQGILU@IWLREY KWMUD GRP D\
WULEXWLRQ FRQWUROV DV SHUWKHFODVVLILFDWLRQ VKRZQ LQ ILJ
VI\VWHP FRQWUROV ORUHGHWDLOVRQWKHVHFRQWUROV ORRSV FD

*HQHUDWLRQ FRQWURO

*HQHUDWLRQ FRQWUROV PDLQO\ DFWRQWKHDFWLYHDQG UHDFWI
W\SHV RIJHQHUDWLRQ FRQWURO ORRSVDUH OLVWHG EHORZ 1RWLI
WLPHVFDOHWKDQ VHFRQGDU\FRQWUROV

L3ULPDUNIUHTXHQF\FRQWURO

BULPDU\ )UHTXH®)R §BQAWNRIRYHUQRU FRQWURO RU GURRS FRQ'
WKHIJHQHUDWLRQ ORDG EDODGE JHRMW DAMVRHUWDRYBUVSDWFKDE
DUH VIQFKURQRXV JHQHUDWRUYV 7KLV PHDQV WKDW WKHLU WXU
WKHIUHTXHQF\ RI WKH HOHFWULF JULG RUDV D XQLW IUDFWLRC
(XURSH WKHJULG QRPLQDOIUHTXHQF\LVY +] VRWKHQRPLQDO \
DXQLWIUDFWLRQ RI USP )J)UHTXHQF\GHYLDWLRQV DUH FDXV
LPEDODQFHYVY ,QGHHG DJHQHUDWLRQ GHILFLW ZRXOG EH FRPSF
JHQHUDWRU WXUELQHV ZKLFK ZRXOG VORZ GRZQ UHVXOWLQJLC
RSSRVLWHSKHQRPHQRQZRXOGRFFXULQFDVHRIDVXUSOXV FD:
IDVWHUDQG WKHJULGIUHTXHQF\WRLQFUHDVH 7KH SULPDU\IU
RIWKHSULPDU\HQHUJ\VRXUFHWRWKHJHQHUDWRU )RUDVWHDI
WKHVWHDP YDOYHRIIJHQHUDWRU WXUELQHV WRLQFUHDVH WKH
LVDGHILFLW WKXV VWDELOLVLQJ WKHIUHTXHQF\ DQG LQYHUYV
VXUSOXV 7KH3)&8 RSHUDWHV LQ WKHUDQJHRIVHFRQGVY WR WH
ORFDOFRQWUROOHUORFDWHGDWHDFKSRZHU SODQW JHQHUDW
DFWXDWRUV

LBULPDU\YROWDJHFRQWURO
$XWRPDWLF 9ROVWDIHRKHSXOPWRWROWDJH FRQWURODFWV RQ W
JHOQHUDWRYH FXUUHQWLQWKHFRLOVRIWKHIJHQHUDWRU URWRU
DIHDWWKHIJHQHUDWRUWHUPLQDOV XQGHUGLIITHUHQW ORDGLQ.



J)LIXUH 2YHUYLHZ RI3RZHU 6\VWHP &RQWUROV > @



RIDVHFRQG DQGLVDOVRXVLQJD GLITHUHQW ORFDO FRQWUROO
XQLW XVLQJRQO\ORFDO PHDVXUHPHQWVDQGDFWXDWRUYV

LIBHFRQGDU\IUHTXHQF\FRQWURO
$XWRPDWLF *HQ HU B WRW \BHRFRMWGFOW \ IUHTXHQF\ FRQWURO HQVXL
DXWKRULRRPIHPVDWHYV IRULWYV RZQ ORDG FKDQJHV VXFK WKDYV
VWD\OLPLWHG WR WKH VFKHGXOHG YDOXH DV DUHPLQGHU WKH
ORDG JHQHUDWLRQEDODQFH $*& RSHUDWHV LQ WKH UDQUJH RIV
LVW\SLFDOO\QRQ ORFDODQGLPSOHPHQWHG YLD D UHPRWH FRQ

LYYHFRQGDU\YROWDJHFRQWURO
BHFRQGDU\ 9ROWBIH 5RIUXBPRQBQU\ YROWDJH FRQWURO LV D FF
RQO\YHU\UHODWLYHO\VPDOO]RQHY YROWDJHFRQWURO FRPSD
7KH DLP RI WKH 695 LV WR FRRUGLQDWH WKH UHIHUHQFH YROWDJ
LV XVXDOO\VPDOOHU WKDQDEDODQFLQJDXWKRULW\DUHD VXI
YROWDJHFRQWURO SURSRUWLRQDOO\WR LWV FDSDELOLWLHV 6
LVW\SLFDOO\QRQ ORFDODQGLPSOHPHQWHG YLD D UHPRWH FRQ

7TUDQVPLVVLRQFRQWURO

7TKHWUDQVPLVVLRQ VIVWHP FRQWUROV PDLQO\GHDO ZLWK WKH JUL
YLFHVWGHYLFHY WKDW DLP WR PDLQWDLQ D FRQVWDQW YROWDJH LQ
JHQHUDWRUV WR EHDIIHFWHG E\ WKH SULPDU\DQG VHFRQGDU\ YRO
ORRSVDUHOLVWHG EHORZ

LSHDFWLYH SRZHU FRPSHQVDWLRQ

9ROW DPSHUX$B HDRFRSIHQWVDWLRQ LV WKH SURFHVV RIFRQWUROOL
E\LQMHFWLQJRUDEVRUELQJUHDFWLYHSRZHULQWKLVVXEVWD)
WKDW LV WRPLQLPL]H YROWDJHIOXFWXDWLRQDWDJLYHQ HQG
9$5 FRPSHQVDWLRQ GHYLFHVDUHPHFKDQLFDOO\VZLWFKDEOH F
UHFHQW GHYLFHV DUH SRZHU HOHFWUR QL FORH] VEG H $&WHDQYVPE
VIVWHB®76 )$&76 GHYLFHV KDYHIDVWHU G\QDPLFVDQG EURDGF
SHQVDWLRQ

LOOH[LEOH $& 7TUDQVPLVVLRQ 6\VWHPV

JOH[LEOH $& 7UDQVRs&¥V& RFR O\ WHFPWLYHO\UHIHUVWR VHYHUDO
XVHGWRIDFLOLWDWHWKHWUDQVPLVVLRQDQGGLVWULEXWLRQ
LQFOBWBWLF 9DU & RAOKIFEGQNMDWRWBLYQFKURQRXRXV/RREHIQEBW R UV

ULHV &RPSHBPECDMAURYWRU &RQWUROOHG 3URW6I& W BI&&6 HUKLHHWHS F
WHFKQRORJLHV HVVHQWLDOO\RIIHU FRQWURODELOLW\RI WKH V
UHDFWLYH SRZHU FRPSHQVDWLRQ VHH i )$&7V GHYLFHV FDC
SXUSRVHVVXFKDVORDG IORZUHURXWLQJDQG SRZHU VA\VWHP V\

LZWDQVIRUPHUYV
7TUDQVIRUPHUV HTXLSSHG ZLWK WDS FKDQJHUV DQG SKDVH VKLI
DVOD\HUVRIFRQWURO LQ WKH SRZHU V\VWHPV 7DS FKDQJHUV P
KLIJK DQGORZ YROWDJHVLGHVRIDWUDQVIRUPHU 7DS FKDQJLQ
DIJHFRQWURO 8VXDOO\ DWDS FKDQJLQJWUDQVIRUPHU PDLQWI
DURXQGDJLYHQ VHWSRLQW

$ EDODQFLQJ DXWKRULW\DUHD LV D VXE SDUWRIDQLQWHUFRQQHFWHG SRZHU
WULEXWLRQ DQG GHPDQG 7KH UHVSHFWLYHEDODQFLQJDXWKRULW\LV UHVSRQV
LQFOXGLQJ SRZHU LPSRUWYV H[SRUWV UHPDLQV LQ EDODQFH 7KH EDODQFLQJ DX\
ODUJHFRXQWULHVFDQEHVSOLWLQWRPXOWLSOHEDODQFLQJDXWKRULW\DUHDYV



3KDVH VKLIWLQJWUDQVIRUPHUVRUTXDGUDWXUHWUDQVIRUPH
LOQIWKHDQJOH GLIITIHUHQFH EHWZHHQ WKHWZR VLGHV RI WKH WL
DOWHUQDWLQJFXUUHQW VA\VWHPV WKHSRZHUIORZ WKURXJK D C
IHUHQFHLQ WKH SKDVHDQJOHRIWKHYROWDJHEHWZHHQ WKH WL
WKHOLQH 3KDVH VKLIWLQIJWUDQVIRUPHUV FRQVLVWRIWZR VH
HISHQVLYHWKDQ D WUDGLWLRQDO WUDQVIRUPHU EXW WKLV DG
E\DPRUHHIILFLHQW XVHRIWKHJULG

LW9'& WUDQVPLVVLRQ FRQWURO
$V DOUHDG\PHQWLRQHG +9'& OLQHV WUDQVPLW HOHFWULFDO SR
$& OLQNV WKHDFWLYHSRZHUIORZLQDQ+9'& OLQNFDQEHFRQWL
WKHFRQYHUWHUWHFKQRORJ\ FRQYHUWHUVFDQDOVRLQMHFEW |
LQGHSHQGHQWO\IURP WKHDFWLYH SRZHU WUDQVIHUUHG LQ WK
HPEHGGHG LQ WKH $& WUDQVPLVVLRQ QHWZRUN DUH WKH ,1(/)( O
WKH $/(*U2 OLQNEHWZHHQ %HOJLXP DQG *HUPDQ\

Y2SHUDWRUDFWLRQV

,QDGGLWLRQWR WKHDXWRPDWLFFRQWURO ORRSVY WKHWUDQV
WRUWKHJULGRSHUDWLRQIURPD FHQWUDOL]J]HGFRQWURO URRP
RSHUDWLQJ HRIDAIQMLRYIHWI ORD G VHW Q@GHVYR/CQHFHW DU\ GXH WR
FHUWDLQW\DQG YDULDELOLW\LQ WKHV\VWHP RSHUDWLQJFRQG
LQDGYDQFH RZLQJWR WKHUDQGRPQHVV LQ ZHDWKHU GULYHQ
QHOQWYV LQ WKH FRHOWWKPKHHUFRWWRPEBPPRQ RSHUDWRU DFWLRQV D
WKHVHWSRLQWYV RIWDS FKDQJLQJ WUDQVIRUPHUYV SKDVH VKLI
RIJHQHUDWLRQ XQLWV DQG WRSRORJLFDO FKDQJHV RI WKH QHW
IHZ DFWLRQV SHUGD\ EXWLPSRUWDQWDFWLRQV FDQEHWDNHQ
RXWDJHV

5SHGLVSDWFKLQJPRGLILHVY WKHDPRXQW RIDFWLYH SRZHU SURG
SODQWY VR DV WR HQVXUH WKDW DOO VI\VWHP WHFKQLFDO OLPL
VHWSRLQWY PD\ EH FRPPXQLFDWHG WKURXJK SRLQW WR SRLQW
GLVSDWFKLQJLV DYRLGHG ZKHQ SRVVLEPRWH H]M FOXNVHN QHQW
WRUV WR EH XVHG 7RSRORJLFDO DFWLRQVDOORZDYRLGLQJFRC
WLRQ 7KH\PRVWO\LQFOXGH UHFRQILJXULQJWKHFRQQHFWLRQ
HUV ZLWKLQ D VXEVWDWLRQ E\RSHQLQJDQG FORVLQJFLUFXLW
PD\DOVR FRXQWHU LQWXLWLYHO\ UHOLHYHFRQJHVWLRQ E\UH!
LPSHGDQFH SURILOH RI WKH JULG +RZHYHU LWLV XVHG PXFK OF
SURPLVH WKH JULG UHOLDELOLW\

'LVWULEXWLRQ FRQWURO

7JUDGLWLRQDOO\ IHZFRQWURO ORRSV ZHUH SUHVHQW LQ WKH GLVW
WR VPDUW JULGY SRZHU V\VWHPV ZLGYD QF & GPRHWHHLIQ G PFORU H IRWOW U
$0, SULPDULO\UHOLHVRQWKHGHSOR\PHQWRIaVPDUWPHWHUVbDW
PHWHU UHDGLQJV 6PDUWPHWHUYV SURYLGH X\ DQ GWLLHG/HZR. BVGDA K P E
'60 WKDWLVWRGLUHFWO\FRQWURO WKHSRZHU GHPDQGRIWKH ST
WKH\DOVRHQDEOH WRBQEWHYSBRQREDRY LV WR VHQG LQFHQWLYHV W
WR DGDSW WKHLU GHPDQG WR WKH UHDO WLPHHOHFWULFLW\SULFH
7KHPHWHU _V FRQILJXUDVOHRHILV B ROV D R O OHIFEHE) \IF K W/ OV P
FRQQHFWV WRDQ $0, KHDG HQG GHYLFH ZKLFKIRUZDUGV FRPPDQGYV
WKHPHWHUV WKURXJKRXWWKHLQIUDVWUXFWXUH 1HWZRUNLQJZL
GLIIHUHQW WHFKQRORJLHV LQFOXGLQJ5)PHVK :LOD[ :L)L DQG SR
WRFROV VXFK DV & > @RU,(& > @DUHXVHG WR WUDQVPLW



FROWURO RSHUDWLRQVEHWZHHQ WKHPHWHUVDQG WKHO0'06

SURWHFWLRQ V\VWHPYV

"KHQDIDXOWRFFXUV WKHIDXOW\FLUFXLWPXVWEHGLVFRQQHFWH
TXDOLW\RIVHUYLFH 7KLVLVRQHLPSRUWDQWDLP RI SURWHFWLRC
UHQFH VSHFLILFHOHFWULFDO WUDQVLHQWY FRXOG UHVXOW LQ H[
7TKHRWKHUDLP RISURWHFWLRQ VA\VWHPV LVWRGLVFRQQHFW HOHP|
LOQORUGHUWR SURWHFW WKHP

$ SURWHFWLRQ V\VWHP LQFOXGHVY DOO FRPSRQHQWY WKDW DOOF
UHPRYHG 7KHGHWHFWLRQ LV SHUIRUIR H®REO Wi B WHIUH Dt @WLWGE-HR H R
DQGDVVRFLDWHG WRDOMWGEXFRHWEYXUUHQW WUDQVIRUPHUV QHHGHG
LQWKHUDQJHRIFRPPRQ PHDVXUHPHQW GHYLFHY 7KHIDXOW UHP|
WKDW GH HQHUJLVHV WKH IDXOWHG HOHPHQW E\LVRODWLQJLW IUF
E\D SURWHFWLRQ UHOD\ 7KH SURWHFWLRQ UHOD\ GHFLGHV LI D W
EUHDNHU :KHQ DSSOLFDEOH SURWHFWLRQ VI\VWHPV DOVRLQFOXG
UHOD\VZHUH HOHFWURPHFKDQLFDO L H WKHSURWHFWLRQORJLF.
WKHQ VROLG VWDWH 1RZDGD\V RQO\GLJLWDO UHOD\V DUH LQVWDE
WHFKQRORJLHVUHPDLQ SDUWLFXODUO\DWWKHORZHU V\VWHP YR(
SUHYLRXVO\PHQWLRQHG HOHPHQWV LQ FDVHWKHQHHGHG SRZHU F

$ QHWZRUN SURWHFWLRQ VI\IVWHP LVJHQHUDOO\VWUXFWXUHG LQ
EOHIRULQLWLDOO\UHPRYLQJWKHIDXOW DQGEDFN XSUHOD\LQJ
UHOD\LQJ IDLOV %DFN XS UHOD\LQJFDQ XVHWKH VDPH ORJLF DV L
DGGLWLRQDO WLPHGHOD\WRDOORZWKHSULPDU\ SURWHFWLRQ WF

6HYHUDO FDWHJRULHV RI SURWHFWLRQ VA\VWHPV H[LVWDQG WKH |
LOWHUHVWHG UHDGHU ZLOO ILQGPRUHGHWDLOV LQWKHERRNRI+R

L2ZYHU FXUUHQW SURWHFWLRQ

$QRYHU FXUUHQWUHOD\LVVLPSO\DUHOD\WKDWRSHUDWHV RU
GHWHUPLQHG YDOXH ,WFDQ KHOSWR SURWHFWDQ HOHPHQW I|U
ZLWKRXW IDXOW 2YHU FXUUHQW UHOD\VFDQ HLWKHU EHLQVWD
ZLWKDQLQYHUVHWLPHGHOD\ GHOD\WKDW LV ORZHUIRUKLJKH

LLLIITHUHQWLDO SURWHFWLRQ
$GLIIHUHQWLDOUHOD\RSHUDWHY ZKHQ WKHGLIIHUHQFH EHWZH
DIJLYHQUHJLRQLVKLIKHUWKDQDWKUHVKROG 'LITHUHQWLDO St
ORDGV 'LIlTHUHQWLDO SURWHFWLRQLVPRVWO\XVHG WR SURWHI
FDQ EH XVHG WR SURWHFW ORQJ OLQHV EXW WKHQ FRPPXQLFDW
PHQWV IURP WKHWZR OLQHHQGV

LLLVWDQFH SURWHFWLRQ

'LVWDQFH SURWHFWLRQVDUHOLQH SURWHFWLRQV 7KHZRUNLQ
RQWKHIDFWWKDW GXULQJ D PHW BBOCSLHHWM KR WY VAKLRJBFW LML R FIX DW C
WDQFH WKHDSSDUHQW LPSHGDQFH PHDVXUHG E\DUHOD\ RQD
LPSHGDQFH RI WKH SRUWLRQ RI WKHOLQHEHWZHHQ WKH UHOD\I
EHWZHHQ WKHPHDVXUHGLPSHGDQFHDQG WKHGLVWDQFH WR WK
WKHSURWHFWLRQLY VPDOOHU WKDQ WKHLPSHGDQFH RIWKHHQ
OLQHDQG WKDWWKHUHOD\VKRXOGRSHQ WKHOLQH

$VPHDVXUHPHQWVDUHQRWSHUIHFWO\DFFXUDWH DGLVWDQFH
RIDOLQHZLWKRXW ULVNLQJVSXULRXV WULSV FDXVHG E\IDXOW
WLRQV WKXV KDYH WR]RRUBW ALKNRKZ QH YHIU DXOU H 7TKH]JRQH LV X\

RI'WKHOLQHOHQJIJWK DQGIDXOWV LQ WKLV ]RQHDUH WULSE



WKHUHVW RIWKHOLQHDQG WKHEHJLQQLQJRIDGMDFHQW OLQH
RUGLQDWH ZLWK WKH JRQH RIWKH DGMDFHQW OLQHV 7KH ]JRQH
GLVWDQFH SURWHFWLRQ RI WKHDGMDFHQW OLQHV 7\SLFDO VH)
OLQH ZLWK D GHOD\RI WKH RUGHURI PV DQG RIWKH OLC
IRUWKH ]JRQH

YLIXUH 7KUHH JRQHVWHS GLVWDQFHUHOD\LQJWR SURWHFW :
QHLJKERULQJOLQH ]JRQH > @

LMLORW SURWHFWLRQ

$GUDZEDFNRIRYHU FXUUHQWDQG GLVWDQFH SURWHFWLRQV LV
WDQHRXVO\FOHDUD IDXOW IURP ERWKHQGV RIDWUDQVPLVVLR!
OLQH 3LORWSURWHFWLRQVFKHPHVRYHUFRPHWKLY GUDZEDFN
RI'WKHOLQH 7KH\WKXV UHTXLUHD FRPPXQLFDWLRQ OLQN &RPI
DUHSRZHUOLQHFDUULHU 3/& PLFURZDWHH OHEHKBRREWDEWBQ ® L
SLORWSURWHFWLRQ VFKHPHV H[LVWDQGDUHH[SODLQHGLQ > ¢

Y*HQHUDWRU SURWHFWLRQ

BHYHUDO SURWHFWLRQ W\SHV DUHDYDLODEOH WR SURWHFW JHQ
HPHQWY JHQHUDWRUV FDQEH SURWHFWHG E\RYHU FXUUHQW DC
DOVR EH SURWHFWHG E\ XQGHU YROWDJH RYHU YROWDJH XQGH
WLRQV ,QGHHG XQGHU YROWDJHV FDQ DIIHFW WKH SHUIRUPDQ
WKHJHQHUIXWBHU YROWDJHV DIITHFW WKH VSHHG RI WKH IDQV XV
YROWDJHV FDXVHDUFV WKDW GDPDJH WKHHTXLSPHQW 8QGHU I
FDOUHVRQDQFH SKHQRPHQD LQ WKHWXUELQHDQG SRWHQWLDO
DXWRPDWLFDOO\GLVFRQQHFWHG ZKHQ WKH IUHTXHQF\ LV RXWV
IUHTXHQF\GHYLDWHG DOORZHG LV JHQHUDOO\ EHORZ 2WKHU
EXWDUHQRWPHQWLRQHG KHUH

YFUDQVIRUPHU SURWHFWLRQ
7TUDQVIRUPHUVFDQ XVHRYHU FXUUHQWDQG GLITHUHQWLDO SUR
WHFWLRQVFDQEHXVHG 3UHVVXUHGHYLFHVFDQGHWHFW WKHS
THPSHUDWXUHGHYLFHVFDQDOVREHXVHGEXWDUHPRVWO\ XVH(

YURDG VKHGGLQJ
,Q RUGHU WR KHOS WR VWDELOL]H WKH V\VWHP DJDLQVW JHQHU
XQGHU IUHTXHQF\DQG RUXQGHU YROWDJH GHSHQGLQJRQ WKH
VWDOOHG RQ WKHJULG 'HIHQVH SODQV JLYH VSHFLILF YROWDJI
VKHGGLQJ UHOD\V ORDG SHUFHQWDJH WR VKHG ZLWK D WLPH Gt
RUPXOWLSQHHBHEWUYFDO FRQQHFWLRQ EHWZHHQ WUDQVPLVVI
WKXV VKHGGLQJWKHFRQQHFWHG ORDG

YLRHPHGLDO DFWLRQ VFKHPHYV
5HPHGLDO $FW LR®BFHHIAHY 3URWH BW6E RRQWBWKRRRQWHJIULW)\ 3UR\
6FKHP®#¥6 DUH SULPDULO\GHVLIJQHGDQG FRRUGLQDWHG WR SUI
VSHFLILFSLHFHRIHTXLSPHQW DV RSSRVHG WR WKHSURWHFWLF
GLQJ $ZLGHYDULHW\RI5%$6 H[LVWYVY DQGWKHPRVWSRSXODU RC



WDNHQ E\5$6 LQFOXGHEXWDUH QRW OLPLWHG WR UHGLVSDWFK
UDWLRQ 'HSHQGLQJRQWKHW\SHRI5$6 FRPPXQLFDWLRQFDQE

$0O0 WUDQVPLVVLRQ VIVWHPV DUH QRW XVLQJDOO WKHVH SURWH
WLRQV RIOLQHV DUH QRW XVHG LQ WKH %HOJLDQ WUDQVPLVVLRQ V\

&RPSXWDWLRQDODSSOLFDWLRQV

7KH SODQQLQJDQG RSHUDWLRQ RIHOHFWULF SRZHU VIVWHPV UHOL
RIFRPSXWDWLRQDO DSSOLFDWLRQV )LIJXUH LOOXVWUDWHYV WKH
WKHVWDQGDUG 6PDUW *ULG $SUFKLWHFWXUHORGHO > @ ,Q ZKDW IF
IXQFWLRQDOLW\RIWKHPDLQ FRPSXWDWLRQDODSSOLFDWLRQV LQ |
WR> @ IRUD GHWDLOHG SUHVHQWDWLRQ RI WKH 6PDUW *ULG $UFK
FDVHV RIWKHVHDSSOLFDWLRQV DVZHOODVWR> @ IRUPRUH GHWL

J)LIXUH (OHFWULF SRZHU VA\VWHP FRPSXWDWLRQDO DSSOI

&RQWURO &HQWHU

7KH EXON SRZHU VA\VWHP FRPSXWDWLRQDO VWUDWHJ\IROORZV D KL
GLVWULEXWHG IXQFWLRQV VHUYLQJ D ORFDO VFRSH EDVHG RQ FR
IXQFWLRQVVHUYLQJDJOREDOVFRSHEDVHGRQGDWD PHDVXUHPHQ



EXONSRZHUV\WVWHP FRQWURO FHQWHU )LJXUH ,QWRGD\_V ODU
WKH W\SLFDO JHRJUDSKLFDO VFRSHRID VLQJOH FRQWURO FHQWH L
OHLHDWLRQDO RULQWHU QDWLRQDO FRQWURO FHQWHUV HQVXU
UHVSHEWLYH QRIHU LARHDHORU QDWLRQDO

JLIXUH 7TKHUROHRIWKHFRQWURO FHQWHU > @

(QHUJ\ODQDJHPHQW 6\WWHP

7TKHQHUJ\ODQDJHPHOQW 6WWKR FRUH FRPSXWDWLRQDO WRRO DW Wt
V\VWHP FRQWURO FHQWHU $Q (06 LQWHJUDWHV D ZLGHUDQJHRI1XQ
RSHUDWLQJUHJLPHRIWKHSRZHU V\VWHP WRDVVHVVLWVVHFXULW
IXQFWLRQDOLWLHVLQGLFDWLYHO\LQFOXGH

"= VWDWHHVWLPDWLRQ FRPSXWLQIJWKHJIJULGQRGDO YROWDJHVP
IHFW LQFRPSOHWH PHDVXUHPHQWYV

" VWDWLF G\QDPLF FRQWLQJHQF\DQDO\VLV FRPSXWLQJWKHDQW
SRWHQWLDO VXGGHQIDLOXUHRIDQ\ RQH RILWV FRPSRQHQWYV

= DXWRPDWLF JHQHUDWLRQ YROWDJH FRQWURO FRPSXWLQJ WKF
JULGIUHTXHQF\DQG YROWDJH SURILOH

= SUHYHQWLYH FRUUHFWLYH  FRQWURO UHGLVSDWFK FRPSXWLQJ
SUHYHQW FRQWDLQ WKHLPSDFWRIFRQWLQJHQFLHV

6 XSHUYLVRU\&RQWURO 'DWD $FTXLVLWLRQ

7TKBXSHUYLVRU\ &8RQWURG® & $DSV B\YAVTEKR LIVWHMRH QWLDO O\ WKH LQW I
(06 DQG WKH UHPRWH SRZHU V\N WXENVNQ}DW V VQYWHFMWEQMHL B W RH & WR
FROOHFWPHDVXUHPHQWV RI YROWDJH FXUUHQWDW WKHWUDQVPL
WKHVXEVWDWLRQDXWRPDWLRQ RSHUDWHWKHVXEVWDWLRQVZLW
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