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Executive Summary

This document is the first deliverable of the “Cyber-Physical Risk of the bulk Electric Energy Supply System” (CYPRESS) project.
The CYPRESS project aims at developing novel knowledge, methods and tools needed to help
ensure the security of supply through the transmission grid, while accounting for the specific nature
of cyber-threats and integrating them into a coherent probabilistic risk management approach. It is
articulated along three research themes, aiming to develop: i) novel models and benchmarks for computer simulation and laboratory testing of the cyber-physical electric power system security of supply,
ii) techniques for assessing the cyber-physical security of electric energy supply, and iii) techniques for
enhancing the cyber-physical security of electric energy supply. The project scope falls entirely within
the category of “fundamental research” within the meaning of Regulation (EU) No 651/2014 because
it is experimental and theoretical work undertaken essentially with a view to acquire new knowledge
on the foundations of phenomena or observable facts. The project is not intended to develop commercial tools.
The work presented in this document has been performed in the frame of CYPRESS WP1, titled
“Criteria and benchmarks for cyber-physical risk management ”. The objective of CYPRESS WP1 is to generalize and adapt the concepts currently used in reliability management of electric power and energy
systems so that they can correctly cover the cyber-threats from various system wide control and
communication layers. The document is the outcome of task 1.1, seeking to develop relevant performance metrics to quantify the overall level of cyber-security, resilience and reliability of a bulk electric
power system and to quantify how these properties decompose over the different subsystems, such
as national transmission grids, generation systems, and lower voltage distribution grid.
As task 1.1 was the first activity in the CYPRESS project, the need to first establish a common
understanding of the basic concepts in electrical energy physical and cyber systems, and to share
bibliographic resources, became apparent. Rather than achieving this shared understanding implicitly, the onset of this report first provides essential background on electric power systems (Chapter 2)
and communication networks (Chapter 3), as well as the conceptual definitions of reliability, resilience
and cyber-security (Chapter 4). The report subsequently introduces relevant reliability and resilience
metrics that are presently used by the electric power system stakeholders as well as prominent proposals from the scientific literature (Chapter 5) and relevant cyber-security metrics (Chapter 6). It
must be noted that the focus has been placed on the clear introduction of such metrics, and on establishing their relevance for the research scope of the CYPRESS project. The applicability of these
metrics over different subsystems (e.g., national transmission grids, lower voltage distribution grids,
etc.) is also presented. Defining the precise decomposition approach for such metrics is a topic that
has to be followed up at a latter stage, and while precisely developing the proposed methodologies
5

for cyber-physical risk assessment and risk management in electric power systems.
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1
Introduction

In the last two decades, after several decades of relatively little change, electric power systems have
been transitioning towards what is called smart grids. This new paradigm implies a ”modernized electric
power grid infrastructure for improved efficiency, reliability and safety, with smooth integration of renewable
and alternative energy sources, through automated control and modern communication technologies” [1].
As such, information and communications technology (ICT), in the form of computational applications
and communication networks, is increasingly applied to manage the various elements of the power
grid.1 The modern electric power system can thus be considered as a cyber-physical system, wherein
a cyber system controls and responds to physical entities through actuators and sensors [2]. A cyber
system in turn is a system that utilises a collection of interconnected computerized networks, including
services, computer systems, embedded processors, and controllers, as well as information in storage
or transit [2]. In a nutshell, the cyber system enables the communications, computations, and storage
of data used to plan and operate the physical system.
The wide scope of functionalities that the cyber-physical electric power system encompasses is
depicted by the Smart Grid Architecture Model (SGAM) [3] in Figure 1.1. The lowest layer, i.e. the component layer, distinguishes between the processes in the physical domains of the electrical energy
conversion chain (generation, transmission, distribution, distributed energy resources (DER) and customer premises) and the hierarchical zones for the management of these electrical processes. These
zones range from field, station and entire grid operations, over enterprise operations (e.g., asset management, logistics, customer relations, billing), to the various market operations. This partitioning in
zones follows the concepts of functional separation and data aggregation; different functions are assigned to specific zones, and zones typically aggregate the data of lower zones. The interoperability
layers in Figure 1.1 represent various perspectives onto the domains and zones of the system; a business, functional, information and communication perspective.
1 For the remainder of this text the term grid will be used to refer to a power grid, and the term network will refer to a

communication network.

7

Figure 1.1: The Smart Grid Architecture Model [3]
The tight integration of power grid infrastructures with cyber systems, however, also makes power
grid operations vulnerable to cyber-related disruptions, both unintentional and intentional, in addition
to the physical threats. Unintentional disruptions can for instance be caused by software bugs, and
software and network misconfigurations. These vulnerabilities can however also be exploited with the
intentional aim of disrupting power grid services. As power grids are considered critical, both cyber
and physical security management is thus of paramount importance. Therefore, the overall goal of
the CYPRESS project is to contribute to the advancement of science and engineering in cyber-physical
reliability management of the electric power transmission grid.
The present report documents the work performed within Task 1.1 of the CYPRESS project, with
the objectives of (i) developing relevant performance metrics to quantify the overall level of cybersecurity, resilience, and reliability, of a bulk electric power system and (ii) quantifying how these properties decompose over the different subsystems, such as national transmission grids, generation systems, and lower voltage distribution grids. Establishing a common background between the interdisciplinary project team of specialists in electric power systems, communications and computer engineering should be understood as prerequisite to achieving these objectives.
Chapter 2 of this report aims to provide the basic background in electric power systems, their
functional & organizational structures, the associated control and protection principles as well as the
main computational applications. In a complementary sense, chapter 3 provides the basic background
in communications networks. The definitions of the fundamental concepts of reliability, resilience and
cyber-security are provided in chapter 4. Further, chapter 5 introduces the metrics for electric power
system reliability and resilience, as well as the decomposition of such metrics across the different
sub-systems and functional levels. Chapter 6 presents the metrics for cyber-security as well as the
respective decomposition principles.

8

2
Electric Power Systems Background

In our modern society, electricity is the fundamental ingredient of social and economic life. Electric
power systems are designed to provide a continuous supply of electricity to the consumers. Modern day electric power systems are of immense physical size as they span the geographical scale of
continents through national and international interconnections. Indicatively, the Synchronous Grid
of Continental Europe covers the whole area shown in blue in Figure 2.1. Further, these large-scale
systems are extremely complex due to the physical need to permanently maintain a dynamic equilibrium while generation and demand vary according to the natural resources and the activities of
respective stakeholders, and transmission and distribution depend on the availability of a large set of
components [4], [5]. Figure 2.2 illustrates the bulk electric power system main functionalities (i.e.,
generation, transmission and distribution), stakeholders and activities. This chapter provides a brief
introduction to the bulk electric power system1 .

2.1 Structure and subsystems
Figure 2.3 shows an electric power system in the form of a simplified single-line diagram, which uses
a standard symbol for each component and shows the typical connections between those system
components. As shown in Figure 2.3 the bulk electric power system is composed of the following
major sub-systems:
(i) Generation plant
Traditionally, electricity is generated in centralized production centers (power plants) at voltages
of several kilovolts (typically from 6 to 20 kV) with a strictly standardized and controlled wave
frequency and amplitude. There are different generation technologies associated to the primary
1 Although not necessary, the reader may wish to revise the fundamentals of electricity before studying the chapter

contents. For instance, the reader may wish to also study §2 of [6] to revise the background knowledge.
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Figure 2.1: The European Electric Power System
source of energy used. The dispatchable power plants are mainly hydroelectric, thermal, and
nuclear plants. Non-dispatchable power plants include run-off hydro power plants, (offshore)
wind farms and PV plants. Using a step-up transformer, the generated power is transformed to
voltages of hundreds of kilovolts. Due to the very high efficiency of the transformers, the power
transferred to the secondary of the transformer is almost the same as the primary. Raising
the voltage level is an efficient approach to transmit large amounts of electric power over long
distances with minimum line losses.
(ii) High voltage Transmission grid
The high-voltage (HV) transmission grid is the backbone of the electric power system that transfers electric power over long distances from centralized generation plants to the distribution
systems. Typically, electric power is transferred using Alternating Current (AC) through overhead
lines, not explicitly shown in Figure 2.3, at voltage levels in the range of 30 - 380 kV and above.
Some transmission lines, mostly in urban grids, are also located underground.
Substations are also a fundamental component of the transmission grid. At the HV level, substations establish the physical connections between the several generation plants, transmission lines and distribution grids to form a meshed HV transmission grid, by means of respective switchgear 2 . Figure 2.4 shows the single line diagram of an HV substation linking 330 kV
transmission lines with 132 kV transmission lines by hosting the necessary breakers, protection
equipment and transformers. Further, HV/MV/LV substations are also used as the transformation nodes for feeding the distribution grids.
High voltage direct current (HVDC) lines, not explicitly shown in Figure 2.3, are also used for long
distance power transmission. HVDC lines use Direct Current (DC) for the bulk transmission of
electrical power. HVDC links are connected to the main AC grid with a rectifier (that converts AC
to DC) on one side and an inverter (DC to AC) on the other side. Most HVDC links use voltages
between 100 kV and 800 kV. HVDC links have three main use cases. First, they are most costeffective for long-distance transmission. Indeed, lines losses are lower in DC systems than in
AC systems. Also, HVDC links based on Voltage Source Converters (VSCs) do not require reactive
2 The term switchgear collectively refers to a set of circuit breakers, disconnection switches and fuses that are used to

protect and isolate electrical equipment.
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Figure 2.2: Bulk electric power system illustration (eliagroup.be)

Figure 2.3: Electric power system configuration and structure [4]
power compensation (i.e. capacitor or inductance banks). This is particularly important for cables,
as AC cables are very capacitive and thus have high charging currents and a high impact on the
voltage profile. HVDC overhead lines become cost-effective for lines longer than 500 km, and
HVDC (underground) cables become cost-effective after 50 to 100 km [7]. They are thus mostly
used for connections between countries and connections with remote generation (e.g. offshore
wind plants, hydroelectricity), however more and more HVDC connections are used within countries. Another use case of HVDC links is the interconnection of unsynchronised AC grids, that is
grids operating at different frequencies (e.g., the North of Japan operates at 50 Hz and the South
at 60 Hz), or grids that are too large to operate synchronously (e.g., HVDC connections between
Europe and the Nordic countries).
(iii) Medium/low voltage Distribution grid
The medium/low voltage (MV/LV) distribution grid carries electric power from the transmission
11

Figure 2.4: HV substation single-line diagram
system to the individual consumers. The high voltage power from the transmission grid is stepped
down by transformers to the primary medium voltage distribution level (4 kV - 35 kV). Primary
distribution lines supply the large consumers such as industrial centers. The substations fed by
this part of the grid again step the voltage down from where the secondary distribution grid supplies the commercial and residential consumers (all the way down to 400V).
Typical components of a distribution system are distribution substation (transferring power between the transmission and distribution systems), feeders (connecting the substation output
terminals to the input terminals of the distribution grid), distribution transformers (stepping
down the voltage to the level used by the distribution grid end-users), distributor conductors
(forming the distribution grid), service mains conductors (connecting end-users to the distribution grid) as well as switches, protection equipment, and measurement equipment. In terms of
topology and the scheme of connection, a distribution system can be radial or meshed. The radial grid is a tree shape topology normally set up for rural areas. If a failure occurs at any point
of this grid, the supply system beyond the failed element is isolated. A meshed grid topology is
usually used in urban areas for greater reliability.
A new feature of the modern power system is the large integration of distributed generation resources mostly connected to the distribution grid. Due to this fact, bidirectional flows (i.e., both
towards and from the consumers) of power are becoming more and more common at distribution grids.
(iv) Consumers
Power system loads consist of industrial, commercial, and residential consumption. The loads
can be resistive (e.g. electric lamp), inductive (e.g. induction motor), capacitive or a combination of
them. Industrial loads are composite loads with a high proportion of induction motors. The active
and reactive power consumed by these composite loads are functions of voltage magnitude and
frequency. Commercial and residential loads (like lighting, heating and so on) are independent of
frequency and consume negligibly small reactive power (except for heat pumps). The load varies
throughout the day and also depends to a significant degree on weather conditions and social
events.
(v) Distributed Generation & Energy Storage
In the modern power system, the share of Distributed Generation (DG) and Decentralized Energy
Storage (DES) is growing at a rapid pace. DG units are small/medium scale generating units installed close to the loads and thus connected at the low/medium voltage levels. DG mainly refers
to wind & solar Renewable Energy Sources (RES) but also includes Combined Heat and Power (CHP)
12

generation. Similarly, DES units are also installed at end-user facilities and connected at the
low/medium voltage levels.

2.2 Organization and stakeholders
The modern electric power system organization relies on the distinction between a commodity, namely
electrical energy, and a service, namely the secure transmission and distribution of electric power. This
distinction between the energy commodity and the power-delivery service is necessary for several
reasons, among which we underline that:
Electrical energy is non-storable in a large-scale, therefore both its cost and its value are variable
over time.
The instantaneous amount of power generated (injected) and consumed (absorbed) in the electric power system should always remain in balance. The involved physical phenomena are too
fast and too complex to allow such instantaneous balance to be established in a fully decentralized manner through the transmission and distribution sub-systems. A centralised decisionmaking approach is necessary in real-time to monitor and control the system.
The grid economies of scale are such that building alternative physical connections between generation and consumption sub-systems is unjustifiable, therefore transmission and distribution
grids are unique over a geographical area. Moreover, electric power flows from generation to
consumption according to the laws of physics through the whole grid, hence the development
of the transmission and distribution grids also requires a system-wide perspective.
As a commodity, electrical energy is traded in blocks of time (e.g., 5’- 60’) between buyers and sellers through the electricity market. Transmission and distribution system operators (TSOs and DSOs
respectively) provide the complementary service of securing the instantaneous flow of power. To enable both market trading and system operation, system operators take centralized control over their
respective grids shortly before real-time. At this point in time, the so-called gate-closure moment,
trading between buyers and sellers in the electricity market concludes. In other words, commercial
transactions in the electricity market are in effect agreements for the exchange of energy at a precise
future period of time, the so-called delivery period (e.g., the next hour, an hour in the next day, etc.). Finally, regulatory authorities establish the rules and overlook the coordination between market trading
and system operation.

2.2.1 Electricity markets
The electricity market is organized at two distinct levels of granularity. At the retail level, the large
population of small/medium electricity consumers (e.g., each individual household) enters into agreements for the provision of energy with electricity retailers. Typical agreements at this level are longstanding and refer to the unspecified energy amounts that will be measured after the fact of electricity
usage (e.g., the well-known residential agreement structure, wherein a contract specifies in advance
the rate at which the consumer will be charged for the electricity it will use over the next few months).
Retailers and aggregators have the role of representing the large population of small/medium electricity consumers at the wholesale level of the market. At this level, transactions of larger, precisely
specified energy volumes are agreed upon, which may refer to short periods of time (e.g., a retailer
purchases from a generator the energy amount that it estimates its consumers will use over every
delivery period in the next day).
Figure 2.5 presents the trading sequence at the wholesale electricity market level, with indicative timeframes. Trading of electricity may already happen even a few years before the respective
delivery period(s), in so-called forward trading. At this early stage, agreements between buyers and
sellers are established in a direct, bilateral manner. Closer in time to the respective delivery period(s),
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Figure 2.5: Electricity market sequence
auction-based short-term markets (i.e., day-ahead and intra-day) bring together all buyers and sellers
that submit offers to sell and bids to buy to a market operator. The market operator’s role is to match
bids with offers in a way that maximizes the market welfare. As already mentioned, during the delivery period, system operators have centralized control over the electric power system so as to securely
accommodate the exchanges agreed upon in the electricity market. Given that all transactions have
been agreed in advance under uncertainty, and that the market actors have limited knowledge of the
system-wide technical complexity, system operators may well need to activate costly resources to
keep the system functional in real-time (e.g., to balance the inevitable forecasting error in the power
output of uncertain renewable generation, to resolve grid congestion, etc.). The role of the purely financial final settlement is therefore to assign ex post all the costs incurred during the delivery period
to the electric power system end-users.
The cross-border integration of day-ahead electricity market(s), with an implicit allocation of the
transmission grid capacity, is the key mechanism of the EU electricity trading framework. In essence,
this market mechanism allows the European electric power system users to trade electricity beyond
national borders while using the available inter- and intra-national transmission capacity [8]. More
specifically, in the Single Day-Ahead Auction Coupling (SDAC) buyers and sellers can submit bids and
offers attached to a specific location, termed a bidding zone, on daily basis. The regional TSOs prepare and provide every day a (simplified) linear and convex representation of the inter-/intra-national
transmission grid capacity, in function of the net positions of each bidding zone. The market operator
selects bids and offers maximizing the welfare of the market subject to the transmission grid capacity constraints, thus implicitly allocating the grid capacity. It is however important to underline that
this day-ahead implicit allocation of the grid capacity relies on a (largely) simplified representation of
the grid physics. We finally refer the interested reader to [8]–[10] for a comprehensive analysis of
electricity markets.

2.2.2 Regionally-coordinated system operation
The highly-meshed electricity grid of Europe serves as a prime real-life example of the stakes for
regionally-coordinated system operation. As mentioned previously, commercial trades of energy are
agreed across the national borders of countries and across the control-areas under the responsibility
of the different European TSOs. Through the system cross-border interconnections, physical flows of
energy as well as security threats also traverse national borders and the system control-areas. In an
effort to develop, maintain and operate this grid as efficiently as possible, 42 TSOs from 35 different
countries have come together to form the European Network of Transmission System Operators for Electricity 3 (ENTSO-e). Focusing on power system security, ENTSO-e has established bespoke Regional
Security Coordinators (RSCs) in order to integrate multi-area models and harmonize multi-TSO security
management strategies beyond national borders. Within the (day-ahead/intra-day) operational planning timeframe, RSCs serve to analyse the multi-area grid security risks so as to identify and suggest
coordinated remedial actions within all control areas in the jurisdiction of the respective TSOs.

2.2.3 Main actors
The main actors involved in the planning and operation of the electric power system are:
3 https://www.entsoe.eu/
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Generation companies that invest on, own and operate the generation plants, while selling energy
through the wholesale electricity market.
Large consumers such as industrial loads, that participate directly in the wholesale electricity market
and are connected at the HV distribution level of the grid.
Medium/small consumers such as residential loads that do not directly participate in the wholesale
electricity market and are connected at the MV/LV distribution grid level.
Electricity retailers that own no physical assets, but participate in the whole electricity market as
representatives of a group of small consumers, with whom they interact in the retail market
level.
Aggregators that own no physical assets, but participate in the wholesale electricity market as representatives of a group of distributed generation, energy storage and flexible load resources.
Transmission System Operators responsible for operating, maintaining and developing the several
control-areas of the HV transmission grid.
Distribution Grid/System Operators responsible for operating, maintaining and developing the several medium/low voltage distribution subsystems.

2.2.4 Functional zones and hierarchical levels
In the context of electric power system studies, the system is typically divided into 3 functional zones
of generation, transmission, and distribution. The main idea behind this decomposition is that utilities
have traditionally been organized upon these functional zones for planning, operation, and analysis. In
addition, three hierarchical levels are typically used to define the scope for the analysis of the system,
Figure 2.6:
(i) Hierarchical level 1 (HL-I)
HL-I corresponds to generation facilities and their ability (on a pooled basis) to satisfy the pooled
system demand. HL-I can be extended to study the interconnected systems where the generation of each system and the tie lines (interconnections) between the systems are considered in
the scope of analysis.
(ii) Hierarchical level 2 (HL-II)
HL-II refers to the composite generation and transmission system (commonly called as bulk
power system) and its ability to deliver energy to the bulk supply points.
(iii) Hierarchical level 3 (HL-III)
HL-III is associated to the complete system including generation, transmission system and distribution system, and its ability to satisfy the demands of individual consumers load points.

2.3 Control and protection
2.3.1 Control system
Electric grids rely on control loops to ensure their stability and performance. A control loop uses the
following elements:
Sensors that measure physical quantities (e.g. voltages, currents, etc.).
Controllers that process the measurements of the sensors to make decisions.
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Figure 2.6: Hierarchical levels [11]
Actuators that implement the decisions of the controllers (e.g., opening a valve to increase the
power of a generator, etc.).
This section briefly describes the major types of control loops used in power systems. The presented control loops are grouped according to their domain (i.e., into generation, transmission and distribution controls) as per the classification shown in figure 2.7, which presents an overview of power
system controls. More details on these controls loops can be found in [4].
Generation control
Generation controls (mainly) act on the active and reactive power output of generators. The various
types of generation control loops are listed below. Notice that primary controls operate on a faster
timescale than secondary controls.
(i) Primary frequency control
Primary Frequency Control (PFC), a.k.a. governor control or droop control, aims at maintaining
the generation-load balance. Most generators (i.e., all generators of dispatchable power plants)
are synchronous generators. This means that their turbine rotates at the same frequency as
the frequency of the electric grid (or as a unit fraction of the grid frequency). For example, in
Europe, the grid nominal frequency is 50 Hz, so the nominal speed of generators is 3000 rpm (or
a unit fraction of 3000 rpm). Frequency deviations are caused by generation-load active power
imbalances. Indeed, a generation deficit would be compensated from the kinetic energy of the
generator turbines which would slow down, resulting in a decrease of the grid frequency. The
opposite phenomenon would occur in case of a surplus, causing the generator turbines to rotate
faster and the grid frequency to increase. The primary frequency control regulates the transfer
of the primary energy source to the generator. For a steam power plant this would be by opening
the steam valve of generator turbines to increase the mechanical power produced when there
is a deficit, thus stabilising the frequency (and inversely by closing the valve when there is a
surplus). The PFC operates in the range of seconds to tens of seconds. It is using a different
local controller located at each power plant/generation unit, using only local measurements and
actuators.
(ii) Primary voltage control
Automatic Voltage Regulator (AVR) or primary voltage control acts on the excitation current of a
generator (i.e. the current in the coils of the generator rotor) in order to maintain a constant voltage at the generator terminals under different loading conditions. The AVR operates in the range
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Figure 2.7: Overview of Power System Controls [12]
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of a second, and is also using a different local controller located at each power plant/generation
unit, using only local measurements and actuators.
(iii) Secondary frequency control
Automatic Generator Control (AGC) or secondary frequency control ensures that each balancing
authority area4 compensates for its own load changes, such that inter-area power exchanges
stay limited to the scheduled value (as a reminder, the frequency control is strongly tied to the
load-generation balance). AGC operates in the range of tens of seconds to tens of minutes and
is typically non-local and implemented via a remote control-center.
(iv) Secondary voltage control
Secondary Voltage Regulation (SVR) or secondary voltage control is a centralised (typically over
only very relatively small zones) voltage control comparable to the secondary frequency control.
The aim of the SVR is to coordinate the reference voltages of the generators of a region (that
is usually smaller than a balancing authority area), such that each generator participates to the
voltage control proportionally to its capabilities. SVR operates in the range of a few seconds and
is typically non-local and implemented via a remote control-center.
Transmission control
The transmission system controls mainly deal with the grid topology and reactive power support devices (i.e., devices that aim to maintain a constant voltage in areas of the grid that are too far from
generators to be affected by the primary and secondary voltage controls). The transmission control
loops are listed below.
(i) Reactive power compensation
Volt-ampere reactive (VAR) compensation is the process of controlling the voltage of a substation
by injecting or absorbing reactive power in this substation. The aim is to provide voltage support,
that is, to minimize voltage fluctuation at a given end of a transmission line. The conventional
VAR compensation devices are mechanically switchable capacitor and inductor banks. The more
recent devices are power electronic based systems under the name of Flexible AC transmission
systems (FACTS). FACTS devices have faster dynamics and broader applications than VAR compensation.
(ii) Flexible AC Transmission Systems
Flexible AC Transmission Systems (FACTS) colllectively refers to several power-electronics devices
used to facilitate the transmission and distribution of electrical power [13]. More specifically, this
includes Static Var Compensators (SVCs), Static Synchronous Compensators (STATCOM), Fixed Series Compensations (FSC), Thyristor Controlled/Protected Series Compensation (TCSC/TPSC). These
technologies essentially offer controlability of the transmission grid reactances. In addition to
reactive power compensation (see §2.3.1) FACTs devices can be used for several operational
purposes such as load-flow rerouting and power system stability.
(iii) Transformers
Transformers equipped with tap changers and phase-shifting transformers can be also used
as layers of control in the power systems. Tap changers modify the voltage ratio between the
high- and low-voltage sides of a transformer. Tap-changing transformers are thus used for voltage control. Usually, a tap-changing transformer maintains the voltage of one of the two sides
around a given setpoint.
4 A balancing authority area is a sub-part of an interconnected power system including generation, transmission, dis-

tribution and demand. The respective balancing authority is responsible for ensuring that the area generation and load,
including power imports/exports remains in balance. The balancing authority areas are usually individual countries, but
large countries can be split into multiple balancing authority areas in order to better manage inter-area congestion issues.
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Phase-shifting transformers or quadrature transformers control active power flows by modifying the angle difference between the two sides of the transformer. This is possible because in
alternating current systems, the power flow through a line is proportional to the sine of the difference in the phase angle of the voltage between the transmitting end and the receiving end of
the line. Phase-shifting transformers consist of two separate transformers and are thus more
expensive than a traditional transformer, but this additional cost can in some cases be justified
by a more efficient use of the grid.
(iv) HVDC transmission control
As already mentioned HVDC lines transmit electrical power using direct current. As opposed to
AC links, the active power flow in an HVDC link can be controlled via the converters. Depending on
the converter technology, converters can also inject/absorb reactive power in the AC grid (almost)
independently from the active power transferred in the DC line. Examples for such HVDC links
embedded in the AC transmission network are the INELFE link between Spain and France and
the ALEGrO link between Belgium and Germany.
(v) Operator actions
In addition to the automatic control loops, the transmission system operators constantly monitor the grid operation from a centralized control-room, so as to prevent or alleviate unacceptable
operating conditions (e.g., line overloads, undervoltages, etc.). This is necessary due to the uncertainty and variability in the system operating conditions that cannot be perfectly forecasted
in advance (owing to the randomness in weather-driven RES, in the failure of system components, in the consumers’ load etc.). The most common operator actions are modification of
the setpoints of tap-changing transformers, phase-shifting transformers, etc., the redispatch
of generation units and topological changes of the network. Operators usually perform only a
few actions per day, but important actions can be taken after contingencies to avoid cascading
outages.
Redispatching modifies the amount of active power produced by the dispatchable generation
plants, so as to ensure that all system technical limits are respected. The generator updated
setpoints may be communicated through point to point (DNP 3.0) communication [12]. Redispatching is avoided when possible as it causes less efficient (i.e., more expensive) generators to be used. Topological actions allow avoiding congestion by modifying the grid configuration. They mostly include reconfiguring the connections between buses, lines and transformers within a substation by opening and closing circuit breakers. Switching lines out of service
may also (counter-intuitively) relieve congestion by redirecting power flow through changing the
impedance profile of the grid. However, it is used much less frequently since it may also compromise the grid reliability.
Distribution control
Traditionally, few control loops were present in the distribution system. However, with the transition
to smart grids, power systems will rely more and more on Advanced Metering Infrastructures (AMI).
AMI primarily relies on the deployment of “smart meters” at consumer’s locations to provide real-time
meter readings. Smart meters provide utilities with the ability to implement Demand-side management
(DSM), that is to directly control the power demand of the participating consumers [14]. Alternatively,
they also enable the activation of Demand Response (DR), that is to send incentives to the consumers
to adapt their demand to the real-time electricity price [15].
The meter’s configuration is controlled by a Meter Data Management System (MDMS). The MDMS
connects to an AMI head-end device which forwards commands and aggregates data collected from
the meters throughout the infrastructure. Networking within the AMI infrastructure can rely on many
different technologies including RF mesh, WiMax, WiFi, and power line carrier. Application layer protocols such as C12.22 [16] or IEC 61850 [17] are used to transmit both electricity usage and meter
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control operations between the meters and the MDMS.

2.3.2 Protection systems
When a fault occurs, the faulty circuit must be disconnected quickly in order to keep the continuity and
quality of service. This is one important aim of protection systems. Independently of a fault occurrence, specific electrical transients could result in extreme working conditions for certain elements.
The other aim of protection systems is to disconnect elements operating in unacceptable conditions
in order to protect them.
A protection system includes all components that allow the fault to be detected, analysed and
removed. The detection is performed by measurement devices (e.g., voltmeter, ampere meter, etc.)
and associated transducers (i.e., voltage or current transformers needed to bring the measured value
in the range of common measurement devices). The fault removal is performed by a circuit breaker
that de-energises the faulted element by isolating it from the grid. The fault analysis is performed
by a protection relay. The protection relay decides if a tripping signal has to be send to its circuit
breaker. When applicable, protection systems also include communication links. The first protection
relays were electromechanical (i.e. the protection logic was coded with electromechanical elements),
then solid state. Nowadays, only digital relays are installed but legacy devices from the two older
technologies remain, particularly at the lower system voltages. Finally, a battery is used to power the
previously mentioned elements in case the needed power cannot be furnished by the grid.
A network protection system is generally structured into two forms: primary relaying, responsible for initially removing the fault, and back-up relaying, responsible for removing the fault if primary
relaying fails. Back-up relaying can use the same logic as its primary counterpart (usually with an
additional time delay to allow the primary protection to operate) or a different one.
Several categories of protection systems exist and the most common ones are listed below. The
interested reader will find more details in the book of Horowitz and Phadke [18].
(i) Over-current protection
An over-current relay is simply a relay that operates or picks up when the current exceeds a predetermined value. It can help to protect an element from faults or from an abnormal overload
without fault. Over-current relays can either be instantaneous, with an constant time delay, or
with an inverse time delay (delay that is lower for higher overloads).
(ii) Differential protection
A differential relay operates when the difference between the incoming and outgoing currents in
a given region is higher than a threshold. Differential protections thus detect faults and not overloads. Differential protection is mostly used to protect individual elements or localised zones. It
can be used to protect long lines but then, communication is needed to gather the measurements from the two line ends.
(iii) Distance protection
Distance protections are line protections. The working principle of distance protections is based
on the fact that during a metallic short-circuit of a line (i.e., a “perfect” short-circuit with no resistance) the apparent impedance (measured by a relay) on an extremity of the line is equal to the
impedance of the portion of the line between the relay and the fault. There is thus a direct link
between the measured impedance and the distance to the fault. If the impedance measured by
the protection is smaller than the impedance of the entire line, it means that the fault is on the
line and that the relay should open the line.
As measurements are not perfectly accurate, a distance protection cannot be set to protect 100%
of a line without risking spurious trips caused by faults on the adjacent lines. Distance protections thus have to work with several zones as shown in figure 2.8. The zone 1 is usually set to
85-90% of the line length, and faults in this zone are tripped without delay. The zone 2 covers
20

the rest of the line and the beginning of adjacent lines. It is associated with a time delay to coordinate with the zone 1 of the adjacent lines. The zone 3 serves as a remote backup for the
distance protection of the adjacent lines. Typical settings for the zone 2 are 120-150% of the
line with a delay of the order of 300 ms, and 150-250% of the line with a 500-1000 ms delay
for the zone 3.
A

B
Rab

Zone 1

C
Rbc
F2
Zone 2

Zone 3

Figure 2.8: Three-zone step distance relaying to protect 100% of a line (zone 1 and 2) and back up the
neighboring line (zone 3) [18]
(iv) Pilot protection
A drawback of over-current and distance protections is that it is not possible for them to instantaneously clear a fault from both ends of a transmission line if the fault is near one end of the
line. Pilot protection schemes overcome this drawback by using measurements from both sides
of the line. They thus require a communication link. Commonly-used communication channels
are power line carrier (PLC), microwave, fiber optics and pilot wire (i.e., telephone cable). Various
pilot protection schemes exist and are explained in [18].
(v) Generator protection
Several protection types are available to protect generators and are listed here. As for other elements, generators can be protected by over-current and distance protections. Generators can
also be protected by under-voltage, over-voltage, under-frequency and over-frequency protections. Indeed, under-voltages can affect the performance of auxiliaries and indirectly threaten
the generator (e.g., under-voltages affect the speed of the fans used to cool generators). Overvoltages cause arcs that damage the equipment. Under- and over-frequencies cause mechanical resonance phenomena in the turbine and potentially to its destruction. Generators are thus
automatically disconnected when the frequency is outside a predefined range. The maximum
frequency deviated allowed is generally below 5%. Other types of generator protections exist
but are not mentioned here.
(vi) Transformer protection
Transformers can use over-current and differential protections. Additionally, non-electrical protections can be used. Pressure devices can detect the presence of an arc in the transformer tank.
Temperature devices can also be used but are mostly used for monitoring and not for protection.
(vii) Load shedding
In order to help to stabilize the system against generation shortages and voltage collapses,
under-frequency and/or under-voltage (depending on the country) load-shedding relays are installed on the grid. Defense plans give specific voltage and/or frequency steps for these load
shedding relays (load percentage to shed with a time delay for each step). At each step, one
or multiple feeders (i.e. electrical connection between transmission and distribution) is opened,
thus shedding the connected load.
(viii) Remedial action schemes
Remedial Action Schemes (RAS), Special Protection Schemes (SPS) or System Integrity Protection
Schemes (SIPS) are primarily designed and coordinated to protect the system stability and not a
specific piece of equipment, as opposed to the protections mentioned above (except load shedding). A wide variety of RAS exists, and the most popular ones are described in [18]. The actions
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taken by RAS include but are not limited to redispatch, congestion mitigation and system separation. Depending on the type of RAS, communication can be used.
All transmission systems are not using all these protections. For example, over-current protections of lines are not used in the Belgian transmission system.

2.4 Computational applications
The planning and operation of electric power systems relies on the interoperability of a broad range
of computational applications. Figure 2.9 illustrates these applications as well as their positioning in
the standard Smart Grid Architecture Model [19]. In what follows, we briefly introduce the scope and
functionality of the main computational applications in electric power systems. The reader may refer
to [19] for a detailed presentation of the Smart Grid Architecture Model including the standard use
cases of these applications, as well as to [6] for more details on the communication functionalities.

Figure 2.9: Electric power system computational applications mapping [19]

2.4.1 Control Center
The bulk power system computational strategy follows a hierarchical organization, with lower-level
(distributed) functions serving a local scope based on control signals and higher-level (centralized)
functions serving a global scope based on data/measurements. At the top of this hierarchy stands the
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bulk power system control center, Figure 2.10. In today’s large-scale interconnected power systems,
the typical geographical scope of a single control center extends to a region or a country. Higherlevel (i.e., national or inter-national) control centers ensure the necessary coordination between their
respective lower-levels (i.e., regional or national).

Figure 2.10: The role of the control center [20]

Energy Management System
The Energy Management System (EMS) is the core computational tool at the level of the bulk power
system control center. An EMS integrates a wide range of functionalities to continuously monitor the
operating regime of the power system, to assess its security status and to apply control actions. Such
functionalities indicatively include,
state estimation: computing the grid nodal voltages magnitude & phase angle based on (imperfect/incomplete) measurements;
static/dynamic contingency analysis: computing the anticipated response of the system to the
potential sudden failure of any (one) of its components;
automatic generation/voltage control: computing the generator set-points for regulating the
grid frequency and voltage profile;
preventive/corrective control redispatch: computing new active power generation setpoints to
prevent/contain the impact of contingencies.
Supervisory Control & Data Acquisition
The Supervisory Control & Data Acquisition (SCADA) system is essentially the interface between the
EMS and the remote power system infrastructure (e.g. substations, generators, etc.). It is used to
collect measurements of voltage & current at the transmission grid substations, remotely configure
the substation automation, operate the substation switchgear and interact with the power generating
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plants [21]. The SCADA system typically collects asynchronous measurements with a low sampling
rate in the order of 1-2 seconds.
Wide Area Measurement, Protection and Control
Over the recent years electric power systems are becoming more and more susceptible to dynamic
instabilities, as the growth of renewable power generation is affecting the system inertia (used for
frequency control) and reactive power reserves (used for voltage control). There is therefore a need
to closely monitor the system operation in real-time and promptly react to disturbances before these
lead to fast dynamic instability events.
To address such need, control centers are progressively equipped with a complementary monitoring functionality, based on quasi-continuous stream of voltage and current phasor measurements.
These measurements are provided by so-called Phasor Measurement Units (PMUs) located in selected
grid substations [22], with an ampling rate up to 120 Hz and GPS based time-synchronization. The
so-called Wide Area Measurement Systems (WAMS) integrates and analyzes such measurements, providing a set of monitoring use-cases to the system operator. Protection and control use-cases based
on such measurements are integrated in the so-called Wide Area Measurement Protection and Control
(WAMPAC) schemes.
Generation Management System
Generation management collectively refers to the ICT infrastructure used to monitor, control and optimize the operation of power generation units. This sub-system enables:
performance monitoring through meters and sensors collecting real-time mechanical and operational data;
condition monitoring;
automatic generation control and voltage regulation, adjusting each generators active and reactive power output to the grid frequency and terminal voltage respectively;
unit commitment and economic dispatch, implementing the scheduled on/off status of each
generating unit and respective active power production level;
monitoring the provision of reserve and ancillary service products.
A generation management system allows both for the remote monitoring and control of a fleet of
generating units through a SCADA functionality as well as the local monitoring and control.

2.4.2 Substation Automation
Substation automation refers to the set of functionalities for data acquisition, remote and local control at the transmission/distribution grid substation level (and connected assets), Figure 2.11. These
functionalities include:
Remote Terminal Units (RTUs) to exchange data and control signals with the control center SCADA
system.
Programmable Logic Controllers (PLCs) to implement rule-based controls for frequency/voltage
regulation etc..
Metering and monitoring devices to measure substation/asset level variables such as current,
voltage, component ageing/health status etc..
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Protection relays to operate circuit breakers and isolate grid elements upon sensing a fault and
to implement protections schemes.
Tap changers to change the tap of a transformer in response to a change in the voltage.
Human Machine Interfaces (HMIs) to provide local access to the substation equipment.

Figure 2.11: Indicative substation automation system [23]

2.4.3 Distributed Energy Resources Operation
This system monitors, controls and optimizes the operation of a set of distributed energy resource
assets, such as micro-generation and energy storage. The primary functionality is to aggregate the
operational behavior of a set of small-scale geographically dispersed resources as a single virtual
asset. This involves interacting with transmission/distribution/market operators as a single entity,
and accordingly scheduling and controlling the operation of every distinct resource.

2.4.4 Advanced Metering Infrastructure & Aggregated Prosumer Management
Advanced Metering Infrastructure (AMI) refers to the digital (“smart”) meters recording the electricity
consumption of the system end-users at a fine temporal resolution (e.g., hourly) [24]. This infrastructure primarily facilitates the analytical monitoring of the electrical load by means of one-way communication directed from the customer premises to the respective electricity supplier. Additionally,
two-way communication towards the customer premises may also be provided. Such additional functionality may be used to transmit real-time information to the customer (e.g., the real-time price of
electricity, alerts on the power system state, etc.) so as to motivate voluntary changes in the customer demand for electricity. In more sophisticated applications, direct load control signals may also
be transmitted towards the customer premises.
The aggregated prosumers management system is the infrastructure used to actively interact
with the electricity system end-users. In addition to the two-way smart meters and communication
channels, this system includes centralized monitoring, control and optimization facilities used to compute the signals to be transmitted with the consumers so as to schedule and control their aggregated
energy consumption and provision of flexibility services [25], as well as applications at the level of
each individual consumer (e.g., home/building energy management systems, frequency-responsive
loads, etc.).
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3
Communication Networks Background

A (communication) network is used to transfer information from a network endpoint (or host ) connected
to the communication network to another endpoint connected to the network (see Figure 3.1). The
information is coded into a stream of bits (0s and 1s) at the source endpoint before it is sent over the
network to the destination endpoint.

Figure 3.1: A communication network schematic [6]
A network consists out of nodes that are interconnected with links. Nodes can be endpoints that
serve as a source or destination of data, or they can be intermediate nodes that only forward data. As
such, they receive data from one node on one link and forward it to another node over another link.
Links can be realised by wired or wireless media, and are typically bidirectional. The link capacity is the
maximum data rate (in bits per seconds, or bps) supported by the link.
The sequence of nodes that data passes through between source and destination endpoints is
referred to as its path, e.g.:
<source endpoint, node1 , node2 , ..., nodek , destination endpoint>
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The transferred data is split in units of data transfer, called protocol data units (PDUs) or, more commonly, packets. Packets consist of the actual data (i.e. payload ) and additional overhead information.
As shown in Figure 3.2, the overhead information is contained in a packet header, and sometimes a
packet trailer. The information in the header (and trailer) includes metadata needed for protocol operations; e.g. source and destination endpoint addresses and the number of bytes in the packet.

Figure 3.2: A packet or protocol data unit (PDU) [6]
The network provides a data transfer service to its endpoints. This data transfer can be connectionoriented or connectionless. In a connection-oriented transfer, networking resources are reserved exclusively for the communication between two endpoints (for the duration of the connection). All packets
follow the same path through the network over links that are dedicated to that connection. A guaranteed data rate is available between the endpoints, even when no data is transferred. Some overhead,
in the form of additional control packets, is required to establish (and terminate) the connection. On
the other hand, the overhead required in actual data transfer may be very small, if any (e.g., there is
no need for the source to include the identity of the destination node, since the already-established
connection guarantees delivery to that endpoint).
In connectionless data transfer, data is send to the destination endpoint without first establishing
a connection. This means packets within the same transfer may traverse the network via different
paths to the endpoint. Therefore, each packet should minimally contain the address of the destination
endpoint, typically in its header.
The rules of communication to provide a specific service are collectively called a protocol. A protocol provides specifics about for instance packet size, header and trailer format, and the necessary
information exchange required for establishing and terminating connections, or the reliable delivery
of packets by the network.
A communication network typically provides a data transfer service between two endpoints to
support applications at these endpoints. Examples of applications include email and web browsing, but
for instance also the exchange of measurements between a substation and the SCADA application in
a control center. It is desirable that this end-to-end protocol between endpoints is independent of the
network, the network technology used, or the interworking between the network nodes. For instance,
the end-to-end protocol should be agnostic to whether wired or wireless links (or a mix) are traversed
and which set of nodes constitute the exact path. Endpoint applications thus use the service provided
by the network, without being involved in the details of the data transfer. This can be envisaged as an
application layer that operates independently on top of a networking layer. This hierarchical layering
concept is key to understand communication networks and will be further discussed in Section 3.1.
Different types of networks can be defined in terms of coverage, these range from a dedicated
single-hop direct link between two endpoints, over a small-scale network in a household and a large
corporate network in one or a few buildings, up to a global network of interconnected nodes; i.e. the
Internet. If the network is confined to one or a few buildings, it is typically called a local area network
(LAN). Networks that extend that range are typically called wide area networks (WANs).
Different types of data are transferred over a network. User data, or the packets that carry the
actual data that needs to be transferred, is exchanged in what is called the data plane. To enable this,
e.g. to find the best path (or route) between endpoints, network nodes exchange additional packets
in what is called the control plane. Both planes apply different (overlapping) sets of protocols. The
following section provides more information on how these various protocols interact.
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3.1 OSI Reference Model
The Open System Interconnection (OSI) reference model, or OSI model in short, is a conceptual framework that formalizes the various networking functions. As shown in Figure 3.3, the framework adopts
a layered approach in which each layer provides a service to the layer above it, and makes use of the
layer below. The OSI model defines each layer’s service in a generic manner and multiple protocols
are available that implement these services; e.g. Ethernet and WiFi are physical layer protocols that
provide single-hop communication between nodes, TCP and UDP are transport layer protocols that
provide end-to-end communication between computer processes. For sake of brevity, this section
only highlights the general design of the OSI model, and refrains from discussing the individual layers.
The top four layers (i.e. application, presentation, session and transport) provide services between
endpoints, and are not visible to the network. Thus, while endpoints implement all layers, networking
devices only implement a subset; e.g. IP routers (L1 - L3) and Ethernet switches (L1 - L2). This also
means that end-to-end communication might traverse the end-to-end path utilising different protocols on each of the lower layers. A typical example is an application layer HTTP connection by a web
browser to a web server, that on the physical layer utilises WiFi on the first hop between the user’s
endpoint and his/her wireless modem, DSL to connect to his/her ISP, and eventually Ethernet in the
data center of the web server.

Figure 3.3: Open System Interconnection (OSI) reference model [6]
Each layer applies a specific addressing scheme to the entities it represents; e.g. ports identify
processes at the transport level, IP addresses identify nodes at the network layer. This will be further
elaborated upon in Section 3.2.
Data transfer typically originates at the application layer where an application wants to send a
message over the network. This message, i.e. the set of bytes, is encapsulated by the PDU of the
lower layer (see Figure 3.4). The specific rules on how this is realised are defined by the lower layer
protocol. This newly formed PDU is then passed to the next lower layer, where the same process
takes place: i.e. the incoming PDU will become the payload of this layer’s PDU. Different PDU sizes
are defined by protocols at the various layers, which might also require that higher layer PDUs need
to be fragmented to fit lower layer payloads.
As mentioned above, the OSI model is a conceptual framework and networking protocols might
not always strictly adhere to its layered separation of functionalities. The next section presents a
more practical networking model; the Internet protocol suite.
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Figure 3.4: Protocol data unit (PDU) format, fragmentation, and data payloads. (a) Header, PDU, and
trailer. (b) Fragmenting. (c) Fragments as payloads in lower level PDUs [6]

3.2 Internet Protocol Suite
The Internet protocol suite, often inaccurately called the TCP/IP model, is the practical networking
model as it is applied in most contemporary networks. This includes most, if not all, home and office
networks, but also the Internet. It provides similar services as the OSI model, but these are arranged
in a reduced set of layers. As shown in Figure 3.5, these layers are:
Network access layer: provides connectivity to the local network, e.g. from an endpoint to the first
router, or between two routers
Protocols: Ethernet, WiFi, ATM, 3/4/5G, LoRa, DSL, PLC, etc.
Internet layer: provides internetworking or connectivity across network boundaries (i.e. LANs), hereby
hiding the underlying network topology from the end-users
Protocols: IPv4, IPv6, BGP, etc.
Transport layer: provides host-to-host communication and hides data transfer complexities such as
flow control, reliable data transmission and connection establishment from the application layer
Protocols: TCP, UDP, etc.
Application layer: provides process-to-process communication, making use of the services of the
underlying layers
Protocols: HTTP(S), FTP, SMTP, SSH, etc.

Figure 3.5: The Internet protocol suite is a more practical networking model than the OSI reference
model that merges functionality in a reduced set of layers.
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The following sections elaborate further on the three bottom layers of the Internet protocol suite
by introducing some of the most commonly applied protocols at each one of them.

3.2.1 Ethernet
Ethernet, defined by the IEEE 802.3 standard, is a network access layer protocol and as such defines
the rules for accessing and using a physical communication medium. Ethernet is often used over
twisted pair copper wires (e.g. CAT-5), while it was originally designed for coaxial cables and is currently also used over fiber to allow for longer distances and higher data rates. As shown in Figure 3.6,
Ethernet switches can be used to combine various hosts into a single Ethernet network. To that end,
a host is connected by a cable to one of the hardware ports of the switch1 . The basic functionality of
the switch is to forward every communication that enters the switch on one of its ports to all other
ports, hereby creating a shared medium between all hosts.

Figure 3.6: Ethernet switch (a) and Ethernet network (b) [6]
Hosts are identified within Ethernet by their medium access control (MAC) address. This is a globally unique hardware address, i.e. it is hard-coded into the network interface controller (NIC) of each
host and not configurable. MAC addresses are 6 bytes long and typically represented as 6 pairs of 2
hexadecimal characters; e.g. ac:de:48:00:11:22.
Each endpoint continuously monitors its cable to detect if any data are transmitted on the shared
medium by another endpoint. Any endpoint with data to send, wraps it into an Ethernet frame (i.e. a
packet), and sends it if it does not detect a signal on the cable. All other endpoints receive the transmission. However, only the endpoint whose MAC address matches the destination address in the
frame header retains the frame for processing. The header of a basic Ethernet frame at the MAC layer
contains the source and destination MAC addresses, and an additional 2 bytes for other functions. A
32- bit cyclic redundancy check (CRC) is added to the frame trailer and used for error-detection.
An Ethernet network is formed by interconnecting Ethernet switches; with the links between
switches being called trunks. The entire Ethernet network forms a single broadcast domain, i.e. a frame
sent by an endpoint to the Ethernet switch connecting to it is broadcast to all the endpoints connected
to any switch in the interconnection of switches. To make more efficient use of the shared medium,
switches typically perform MAC address learning ; the source MAC address of any frame received by
the switch is mapped in a table to the port at which that frame was received. Thereafter, if the switch
1 Hardware ports on a switch are not to be confused with the (logical) transport layer ports discussed in Section 3.2.3
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receives a frame with the destination address already recorded in the table, the switch forwards that
frame to the port mapped to that address only, thus eliminating the need for a broadcast.
Also Virtual LANs (VLANs) help to limit the broadcast domain to a subset of endpoints in an Ethernet network. A VLAN ID identifies this subset of endpoints and is added to the Ethernet frame header.
A switch receiving a frame with a VLAN ID, broadcasts it only to the ports that connect to the endpoints belonging to the respective VLAN. VLAN technology thus separates the logical notion of a LAN
(i.e. a subset of endpoints that logically forms a network) from the physical notion (i.e. the hardware
comprising all endpoints and switches in an Ethernet network). Multiple VLANs may be defined in an
Ethernet network with different, possibly overlapping, subsets of endpoints.

3.2.2 IP
The Internet Protocol (IP) is the main Internet layer protocol and provides support to exchange messages across networks (e.g. across various connected Ethernet networks). It connects any two endpoints as long as there are one or more interconnected networks that provide a data path between
the endpoints. The Internet is based on IP, yet the converse is not true. An IP network is not necessarily the Internet or a part of it; it can form an isolated network on its own. Two IP versions exist: IPv4,
commonly referred to as just IP, is the original version and still the most widely utilised, and IPv6 that
primarily increases the size of the address space and is adopted more and more.
Every node in an IP network is identified by its IP address, a 32-bit number typically written as four
8-bit numbers separated by a full stop: e.g. 10.0.0.16. Each node’s IP address must be unique, at
least within the IP network. The IP address space is globally regulated and is split up in a private and
public range. Addresses in the public range are globally unique and can be assigned to a single node
only. Addresses in the private range, on the other hand, can be freely used in private networks; i.e.
multiple private networks may exist that utilise the same private network addresses. This is however
only allowed if these private networks do not connect to the Internet or other private networks, to
avoid ambiguity. In practice, technologies such as Network Address Translation (NAT) allow for such a
connection by using a single public address to provide Internet access to a range of nodes with private
addresses. From the point of view from the Internet, all these nodes thus appear as a single node
using a single address.

Figure 3.7: IP networks interconnected via routers and the Internet
The nodes in an IP network are called IP routers, as shown in Figure 3.7, or routers in short. Routers
are responsible for forwarding the packets that they receive towards the intended endpoint. Therefore, each IP packet contains the IP address of a destination endpoint. To be able to forward packets
in the right direction, routers maintain a routing table that is used to map the IP address of each destination endpoint to the next node (router or endpoint) in the path towards that destination. Routing
tables can be configured manually for small networks, but are dynamically maintained by routing protocols in larger networks. These protocols are implemented in processes that are executed within
routers and exchange messages to determine the network topology and the optimal paths between
endpoints. Optimality can for instance be expressed in number of hops until the destination or data
capacities of the links between routers. By continuously updating the routing table, network failures
can be detected and mitigated by selecting different paths. IP routers are thus active on both the
data and control plane; on the control plane control messages are exchanged to determine the best
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possible paths via which to forward data messages towards their endpoints on the data plane.
IP is a connectionless service and does not provide procedures for guaranteeing packet delivery
and error detection. When required, these features have to be provided by the higher and lower layer
protocols. IP does however provide Quality of Service (QoS), giving preferential treatment to data from
certain priority applications over data from other applications. A common example is the preference
of voice data over video data and other critical or non-critical data. The need for QoS arises since, at
times, network links and/or routers may be congested with heavy traffic volume, with limited capacity
of the links and/or limited buffering capacity on routers to store packets. This can lead to delays, and
even packet loss when incoming packets need to be discarded due to unavailable buffering space. QoS
is important in the smart grid context as many of its applications are sensitive to delays.
When IP was first standardized, as IPv4 in 1981, the 32-bit address space was considered adequate to provide all possible network endpoints globally with unique IP addresses for the foreseeable
future. Due to the rapid growth of IP networking in the early 1990s, it became clear that this was
no longer the case. Therefore, a new version called IPv6 was developed that supports a 128-bit address space; this means 2128 unique addresses. IPv6 introduced other features as well, amongst
which additional support for QoS. Adoption of this new version has been rather slow due to large
and widespread employment of IPv4 based products and applications. More and more networks and
network products however support IPv6, often in parallel with IPv4.

3.2.3 UDP and TCP
The two most common transport layer protocols that are defined over IP are the User Datagram Protocol (UDP) and the Transmission Control Protocol (TCP). As mentioned earlier, transport layer protocols provide applications with support for end-to-end communication. As such, intermediate routers
do not participate in these protocols and merely forward the respective data as network layer payloads. While IP addresses identify hosts (and other IP-enabled nodes), applications are identified by
means of ports on the transport layer. Ports basically allow for multiple applications on a single host to
make use of the network connectivity. While source ports are assigned ad-hoc for each data transfer,
a range of port numbers are reserved for specific applications at the destination side. Example port
numbers are 80 for HTTP, 22 for SSH, and 502 for Modbus.
UDP is a lightweight transport layer protocol. It is connectionless and provides little additional
functionality on top of IP, other then specifying port numbers in its packet header. While delivery of
packets, called datagrams, is not guaranteed, UDP is often used because of its low processing overhead or when guaranteed delivery is less important than timely delivery.
TCP on the other hand is connection-oriented and provides reliable delivery of application data.
Lost packets are detected and retransmitted, and application data is reassembled in order at the destination based on sequence numbers in the TCP header. Other than source and destination ports, the
TCP header includes some additional fields that contribute to reliable delivery; e.g. a window size used
for flow control impacting the speed of the connection. Furthermore, prior to (and after) the actual exchange of data, TCP exchanges control messages to establish (and terminate) the reliable connection.
The offered reliability thus comes with considerable overhead across the network, which is why TCP
is considered a heavyweight protocol.

3.3 Network Reliability
Network reliability can be defined as the capacity of a network to perform its function when called
upon to do so, even when (partially) in failure. This means that a reliable network will be able to provide
a message exchange service to its users, despite the fact that messages might be dropped or network
links might be broken. The reliability requirement is present at all network layers,and this section
presents some of the most common aspects of reliability. For a more detailed description, the reader
is referred to the specialised literature [26].
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Some general network reliability properties are:
Path redundancy: more than one path exists between two nodes in a network,
Best-effort delivery: there are no guarantees that a message will be delivered quickly, in order,
or at all,
At-least-once delivery: at least one copy, and possibly multiple copies, of a message are guaranteed to be delivered to the recipient,
Congestion control: management of the speed at which messages are sent to avoid congestion
and enable fair sharing of bandwidth.
These properties are established by measures at the various network layers. At the physical layer,
path redundancy ensures that more than one (physical) path through the network exists between endpoints. This is achieved by connecting routers and switches in a network via more cables than is strictly
necessary to connect all nodes; e.g. in a mesh topology. This physical redundancy needs to be complemented at the networking layer where routing protocols determine the optimal path between two
endpoints (over the detected physical links). As this is a continuous process (see Section 3.2.2), alternative paths can be established around faulty links or nodes in the network.
At the transport layer, UDP provides a best-effort delivery service and sends messages to a recipient regardless of whether or not they are delivered. TCP, on the other hand, checks if individual
messages are delivered by means of returned acknowledgement (ACK) messages. If no acknowledgement is received, the message is resent. This is an example of an at-least-once delivery service.
TCP furthermore provides reliability by means of its congestion control mechanism that prevents network links from getting congested, and ensures the fair sharing of the available bandwidth in a link
by multiple TCP connections. Congestion control works as follows; once a TCP connection is established, an increasing number of messages are sent by the source in bursts as long as for all messages
acknowledgements are received. This allows to speed up the connection. However, as soon as an expected acknowledgement is not received by the source, the latter reduces the amount of messages in
the next burst. This lowers the stress on the nodes along the path and provides them with additional
time to process the messages in transit.
Network reliability is typically expressed using metrics that are related to the speed and size of
the network, as well as the delivery rate of messages. Some examples are:
Throughput: the actual rate at which data is sent between the source and the destination, in
bits/s,
Bandwidth: the maximum rate at which data can be sent over a link or path at a given time
without losses, i.e. a capacity metric, in bits/s,
One-way latency: the time taken by a packet to cross the network from source to destination,
in ms,
Round-trip time: the time taken by a packet to cross the network from source to destination and
an acknowledgement to come back, in ms,
Jitter: the variance in time delay between packets over a connection, in ms,
Number of hops: the number of devices, usually routers, crossed by a packet to reach its destination,
Packet loss: the percentage of packets dropped over the number of packets sent on a given link
or path.
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3.4 Smart Grid Protocols
A wide range of protocols and standards are used to facilitate the exchange of information and commands within smart grids. These standards often define application layer protocols, but also specify
custom operations at lower networking layers (i.e., transport, network, data link). In practice, however, the application layer protocols are typically applied on top of standard TCP/IP and/or Ethernet.
This nicely illustrates the abstract service principle of networking layers in which the specific protocol
applied at a lower layer is often interchangeable with another that offers the same service.
The following sections briefly discuss some of the most widely applied protocols for smart (transmission) grid operations. The goal is to illustrate how these protocols relate to the various networking
layers (see Figure 3.8), and not to provide an exhaustive overview and a detailed description of their
operations. A more complete overview can be found in the CEN-CENELEC-ETSI Smart Grid Coordination Group (SG-CG) Smart Grid Set of Standards [19], while [27] provides a more practical overview.

Figure 3.8: The networking stacks of selected transmission grid operations protocols.

3.4.1 IEC 61850
The International Electrotechnical Commission’s (IEC) 61850 standard defines information and communication protocols for electrical substation automation. It includes an abstract data model for substation devices (i.e., IEDs) as well as underlying communication protocols for information exchange
internal and external to the substation.
The IEC 61850 data model provides a hierarchical structure of data attributes that represent the
various devices and functions present in substations. These data attributes uniquely identify device
information, status information, device settings, measured values, and control actions within a substation. The status of a circuit breaker’s switch e.g. can be identified by Relay1/XCBR2.ST.Pos.stVal.
Besides identification, also the data structure is defined that specifies how the value(s) of a data attribute are represented; i.e., the number of values and their data type (e.g., integer of floating point
value).
IEC 61850 provides various mappings of the data model to specific communication protocols.
Which protocol to use depends largely on the specific use case. For fast communication within a
substation the Generic Object Oriented Substation Event (GOOSE) and Sampled Value (SV) protocols
are supported. Both protocols operate within substation LANs and sit directly on top of Ethernet.
This reduced set of networking layers allows to obtain the necessary response times below 4ms for
protective relaying. GOOSE is used for exchanging substation events, such as commands, alarms, and
indications, while sampled measurements are exchanged via SV. Both protocols apply broadcast/multicast communication in which messages are transmitted to all other devices on the LAN, or to a group
of devices respectively. A publish/subscribe mechanism allows for individual devices to subscribe to,
and thus filter out, messages of interest.
For remote interactions (i.e., outside of the substation LAN) the Manufacturing Message Specification (MMS) is used. MMS is defined in ISO/IEC 9506 and applies TCP/IP in the transport/network
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layer. It was initially designed for controlling and monitoring devices remotely through remote terminal units (RTU) and programmable logic controllers (PLC).
IEC 61850 itself provides little to none provisions with regards to cyber security issues. IEC 62351,
however, defines end-to-end cyber security requirements for securing power management networks
and as such serves as an add-on standard for cyber security aspects to IEC 61850. Depending on
the communication protocol mapping in use, protection is offered against eavesdropping through TLS
encryption, man-in-the-middle security risk through message authentication, spoofing through security certificates (node authentication), and replay, again through TLS encryption. Practical requirements, however, limit the security measures that can be supported by GOOSE and SV. Encryption
and certificate-based authentication of GOOSE and SV messages, for instance, is not recommended
as the consequential increase in transmission time and processing overhead might result in delays
above 4ms. The use of HMAC digital signatures, on the other hand, is supported for message authentication and integrity protection. MMS messages, which hold less time constraints, on the other hand
can be authenticated by TLS-based X.509 certificates.

3.4.2 IEC 60870
The IEC 60870 standard defines systems for telecontrol/SCADA that operate over WANs. These include protocols for the communication between a substation and a control center on the one hand,
and between control centers on the other hand.
The IEC 60870-5 standard defines data transmission protocols and a simple ID-based data model
for control of power systems, primarily used for communication between SCADA control centers, RTUs
and IEDs. While mostly used in Europe, elsewhere often DNP3 (Distributed Network Protocol version
3.00) is applied for these purposes. DNP3 is based on earlier drafts of IEC 60870-5, and hence both
standards are not fully identical. IEC 60870-5 typically operates on top of TCP/IP and Ethernet for
communication over traditional WANs. With regards to cyber-security, it is recommended to be used
in accordance to the IEC 62531 standard and the TLS support defined there.
The IEC 60870-6 standard, also known as ICCP (Inter-Control Center Communications Protocol)
and TASE.2 (Telecontrol Application Service Element), specifies a method of exchanging time-critical
control center data through LAN/WAN networks. Both centralized and distributed architectures are
supported, and the standard includes the exchange of real-time data indications, control operations,
time-series data, scheduling and accounting information, remote program control and event notification. ICCP is an application layer protocol that uses MMS as a messaging service, typically on top of
TCP/IP and Ethernet. Access control and authorisation is provided by means of Bilateral Tables, which
allows the definition of proper rules and agreements for accessing data between control centers. Requests for data are accepted or rejected based on the rule sets in the table, much like a firewall. ICCP
however does not provide authentication and encryption, and typically relies on lower-level protocols
to provide these, as specified by the IEC 62351 standard.

3.4.3 Modbus
Modbus is a communications protocol that was originally developed for use with programmable logic
controllers (PLCs) and has become a de-facto protocol for connecting industrial electronic devices.
Other than the packet sizet, it places few restrictions on the format of data to be transmitted. Modbus
operates over serial communication lines or TCP/IP over Ethernet, and supports communication between devices connected to the same cable or Ethernet network. The Modbus protocol itself provides
no security against unauthorized commands or interception of data. In 2018, however, the Modbus
Security protocol was announced, which supports authentication and message-integrity for Modbus
over TCP/IP by the use of TLS.
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3.5 Further Reading
More in depth information with regards to communication networks and their integration with power
grids can be found in the following sources:
Computer Networks, 6th Edition, by Tanenbaum et al. [26]
Communication Networks for Smart Grids, by Budka et al. [6]
SEGCG/M490/G Smart Grid Set of Standards Version 4.1, by CEN-CENELEC-ETSI Coordination
Group on Smart Energy Grids (CG-SEG) [19]
Securing Electricity Supply in the Cyber Age, by Lukszo et al. [28]
Security for smart Electricity GRIDs: How to address the security challenges in Smart Grids, SEGRID white paper [29]
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4
Definition of Reliability, Resilience and
Cybersecurity

4.1 Electric Power System Reliability
In general terms, electric power system reliability expresses a level of confidence in providing a continuous supply of electricity to the system end-users. Formally, the definition adopted by UCTE states:
“RELIABILITY describes the degree of performance of the elements of the bulk electric system that results in
electricity being delivered to customers within accepted standards and in the amount desired” [30]. From a
functional standpoint, power system reliability is composed of both adequacy and security [11]. These
concepts can be defined by [31]:
Adequacy the ability to supply the aggregate electric power and energy requirements of the customers
within component ratings and voltage limits, taking account of planned and unplanned outages of
system components.
Security the ability to withstand specified sudden disturbances such as electric short circuits or unanticipated losses of system components together with operating constraints.
A reliable power system thus exhibits both (i) redundancy to adequately supply the load demand
even when some of its components remain unavailable, and (ii) plasticity to securely ride-through sudden, unanticipated disturbances and/or disconnections of some of its components, Figure 4.1.

4.1.1 Adequacy
Adequacy emphasises on the system dimensioning to accommodate the variability and stochasticity of the end-user demand, while also taking into account the unavailabilities of system components. Typically, (in)adequacy is evaluated over a period of time, ranging from a few months to many
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Figure 4.1: Reliable electric power system states (shaded green area)
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Figure 4.2: State transition diagram for security control (Adapted from [33])
years, and expressed by indicators such as loss of load probability (LOLP) or expected energy not supplied
(EENS) [11]. It may also be quantified in terms of the socio-economic impact of service interruptions
to the system end-users, through indicators such as the expected cost of energy not supplied. Explicit
adequacy criteria are commonly used in long-term planning applications adopted by many system
operators [32].

4.1.2 Security
Security complements adequacy by focusing on the operation of the system while it undergoes state
transitions initiated by unexpected exogenous disturbances and is canalised by various preventive or
corrective control actions (cf. “The adaptive reliability control system” of T. Dy Liacco [34]). The diagram
shown in Fig. 4.2, originally introduced in [33] based on a simpler version already given in [34], depicts
the transitions among power system states from the security perspective. Secure operation amounts
to residing - and, if not possible, promptly returning to - the normal state wherein all operational
limits are satisfied with sufficient margin to accommodate the credible deviations brought about by
exogenous disturbances. The vast domain of security is further decomposed into dynamic and static
security.
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Dynamic security characterises the ability of the system to complete the transition from the predisturbance operating state to a post-disturbance stable equilibrium state (i.e., to remain in the normal/alert states of Figure 4.2). Here, three main physical phenomena are at (inter)play, giving rise
to respective classes of (in)stability, namely rotor-angle, voltage and frequency (in)stabilities [35]. We
refer the reader to the textbook of Kundur [36] for an explanation of the physical and mathematical
modeling properties of these phenomena.
Rotor-angle stability concerns the equilibrium between the mechanical (input) and electromagnetic
(output) torque of synchronous generators, keeping all machines of an interconnected power system
rotating at a common angular speed. Sufficient synchronizing or damping torque components would
be needed to effectively restore the mechanical-electromagnetic equilibrium post-disturbance, hence
lack of damping torque may lead to aperiodic or oscillatory instability respectively. It is further classified into small-signal and transient rotor-angle stability, according to the magnitude of the studied
disturbances. Transient rotor-angle stability concerns the ability to sustain large disturbances such as
short-circuits followed by the disconnection of one or more transmission lines, whereas small-signal
stability concerns the ability to absorb stochastic variations of demand and generation. The physics
of both concern relatively fast dynamics ranging over a few seconds to several minutes following a
disturbance.
Voltage stability refers to the ability of the power system to avoid an uncontrollable deterioration
of the voltage level at its buses. The main factor causing such a deterioration (i.e., voltage instability )
would be the lack of sufficient resources to meet the system demand for reactive power or the inability to transfer this power to the places where it is needed. At the extreme, voltage collapse is the
situation wherein the system bus voltages reduce to unacceptably low levels. After a disturbance,
the behaviour of electrical loads and tap-changing voltage transformers attempting to maintain their
pre-disturbance setpoints, is the main phenomenon potentially driving the system to voltage collapse.
The dynamics of these phenomena are typically slower than those concerning rotor-angle stability,
and they may range over several minutes.
Frequency stability concerns the ability of the system to contain the frequency deviations caused by
large mismatches between generation and demand resulting for example from the loss of large generators or fast variations of the load. For instance, a generator protective relay would trip the respective
unit under low frequency, and doing so may further escalate a frequency drop incident. Frequency
stability is an issue of major concern under islanded operation, following some event that results in
splitting the interconnected power system into disconnected under-/over-generated sub-parts. In
systems with low electromechanical inertia, such as systems with predominantly photovoltaic and
inverter-connected wind-power generation systems, frequency (in)stability is likely to become a major problem. While loss of synchronism typically takes at most a few seconds, frequency instability
may take up to a few minutes to develop, and its study thus requires the modeling of slower processes
such as boiler dynamics and load recovery mechanisms.
Static security characterises the viability (typically over a period of 5 - 60 minutes) of the steadystate reached by the system following a contingency (i.e. a sudden line, transformer or generator
outage). The main physical aspect of interest is compliance with the permanent capabilities of the
system components (e.g. current carrying or electric isolation capabilities).

4.1.3 Reliability Management
Reliability management concerns taking decisions to ensure that, in spite of uncertainties, the system
reliability shall be suitable over some specified future time horizon. It encompasses a wide range of
activities and respective time horizons, summarized in Figure 4.3.
With a long-term perspective (indicatively, 10-30 years in advance), the main decision is to define
the additional infrastructure investments needed to keep the future system reliable enough. Next, in
a mid-term context (typically 1-5 years ahead in time), the prevailing question is how to maintain the
functionality of the existing system through repairs and/or replacements of its individual components.
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Figure 4.3: Overview of reliability management activities (sintef.no/projectweb/garpur/)
Last, but certainly not the least, short-term operation planning (a few months to a few hours ahead)
and real-time operation jointly aim at deciding how to optimally deliver electricity from the producers
to the end-users while enabling equipment maintenance and infrastructure building activities. The
former serves to establish in advance the availability of all operational resources that may be needed
to keep the system functional (e.g., procuring generation reserves to counterbalance potential wind
power forecasting errors). The latter amounts to overlooking the actual system operation and timely
taking all actions necessary to preserve supply continuity.
Various types of uncertainties and various spaces of candidate decisions challenge all these complex and large-scale decision making problems. At the most extreme, long-term decisions are subject
to macro-uncertainties on the future context (for instance, the maturity of alternative emerging technical solutions, the socio-economic utility attached to the demand for electricity, etc.) on top of the
day-to-day micro-uncertainties related to the operation of the electrical power system. Ultimately,
real-time operation is the last decision making opportunity based on the instantaneous load demand
and renewable power generation, the unforced “fatal” failure of system components, etc.
The N-1 approach is the established industrial practice for reliability management, prescribing that
the system should maintain functionality even under the occurrence of any single credible contingency
event within a predefined list (historically corresponding to the loss of a single system component,
and progressively also taking into account multiple component outages at exceptional circumstances,
wind/load forecast errors, etc.). With the recent rise of uncertainties, interest in explicit probabilistic
methods for reliability management is presently growing. We refer the interested reader to [37] for
the pathway towards probabilistic reliability management.
Reliability Assessment vs Reliability Control Ensuring the reliable supply of electricity is in practice
achieved through the functions of reliability assessment and reliability control. Reliability assessment
concerns evaluating the security and adequacy metrics necessary to assess whether the system reliability level is acceptable with respect to a certain reliability criterion. It can be performed ex-ante to
determine whether taking a certain candidate decision suffices to achieve the reliable operation of the
system over a future horizon, or ex-post to evaluate the effect of already taken decisions over some
past operational period. Reliability control concerns taking the decisions so as to ensure that the system will comply with a certain reliability criterion, and while optimising a socio-economic objective
[38]. The formalisation of reliability assessment and control problems, as well as the challenges for
tackling these, depend on the precise reliability management context of interest.
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Starting from the shortest horizon, in the context of real-time operation, the salient feature is the
lack of computational time to simulate the behaviour of the system in the time-domain, re-evaluate
the static operability of the system vs credible contingencies and search for appropriate remedial actions. It is thus necessary to rely on security rules prepared off-line to classify the system dynamic
security, while monitoring its operation and its compliance with static security limits. Similarly, emergency controls need to be implemented as soon as possible to contain the unwanted deterioration
of the system state before it escalates, and thus can only be triggered on the basis of pre-defined
strategies. The challenge is therefore to design simple yet robust assessment rules and closed-loop
control strategies, while also taking into account the reliability of protection, control and communications infrastructures.
In the short-term operation planning context, reliability management is further complicated by the
need to take into account (i) the uncertainty on the potential pre-disturbance operating state of the
system and the temporal evolution thereof, and, (ii) the future remedial actions to be implemented as
per the respective real-time operation strategies. Analytical methods, such as time-domain simulations for dynamic security, power flow and optimal power flow1 for static security and adequacy are
the primary tools for reliability assessment. The approach boils down to using such tools over a representative sample of potential operating conditions, to compute estimates of the respective metrics.
The challenge is of course related to the size of the sample needed to reach acceptable accuracy. The
Security Constrained Optimal Power Flow (SCOPF) is the fundamental statement expressing the operation planning reliability control problem, focusing mostly on static security [39]–[41]. Different variants of this problem are cast under different assumptions to fit specific operation planning questions
(e.g. from the linear, so-called Direct Current or DC approximations employed in market-based generation dispatching to the optimisation of preventive/corrective actions under the non-linear Alternating
Current or AC power flow model). Further from the dimensionality issues associated with injection (i.e.
load and generation) uncertainties, a key issue here is how to effectively integrate dynamic security
limitations in the framework of such problem.
Taking the mid-term asset management perspective, the central question for reliability assessment concerns the criticality of a certain asset for the power system functionality, with emphasis on
the adequacy and static security aspects. Answering this question entails essentially simulating the
operation of the system with and without the asset in question, using again power flow and optimal
power flow methods in a Monte Carlo style approach. Reliability control seeks to identify which assets
to maintain and when to do so. Component-based reliability rules, triggering maintenance activities
by age, condition, maintenance frequency etc. are useful in practice to answer the former question,
taking into account the large number of system components. The problem of maintenance scheduling includes logistical considerations on top of the criticality of assets for the network functionality.
Such logistical considerations reduce the (theoretically large) set of potential maintenance schedules
in a calendar year, to a smaller subset of alternative moments per component in question. Still, the
scheduling question implies a large-scale stochastic mixed-integer programming problem and the
typical approach is to use heuristics for finding a suitable moment for each prioritised maintenance
activity, while minimising the impact on reliable operation.
Finally, given the vast uncertainties in a long-term horizon, reliability management can only be
achieved by a recursive approach integrating assessment and control. The first step entails identifying
the needs of the future power system, employing both adequacy/static security tools in Monte Carlo
simulations as well as dynamic security consideration to frame potential future reliability problems.
Exhaustive search is far from being an option here and the challenge is to combine micro- and macroassumptions to generate manageable subsets of future operational conditions. Based on identified
problems, expert knowledge (and considerations on project timeline feasibility, public acceptability,
1 Time-domain simulations for dynamic security model the evolution of the electric power system state in very-short

time scales (even to the millisecond range). Power flow, a.k.a. load flow, analysis focuses on a “frozen” system snapshot
to determine the steady system operating state by solving the respective physical equations. Finally, optimal power flow
determines the values of certain decision variables (e.g., the active power of generating units) so as to optimize a given
objective (e.g., the generation cost) in the steady-state power flow modeling domain.
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etc.) is used to define a small manageable subset of potential solutions to the identified needs. These
solutions then need to be re-assessed over a new set of realisations from the uncertainty models
while the final choice requires detailed study of both the static and the dynamic behaviour of the
resulting grid, as well as socio-economic analysis with a view on electricity markets and on the impact
on the natural environment.
Protection systems dependability and selectivity The relays used in protection systems, in contrast
to most other equipment, have two alternative ways in which they can be unreliable: they may fail to
operate when they are expected to, or they may operate when they are not expected to. This leads
to a two-pronged definition of reliability of protection systems: a reliable protection system must be
dependable and selective [42]. Dependability is defined as the measure of the certainty that the relays
will operate correctly for all the faults for which they are designed to operate. Selectivity is defined
as the measure of the certainty that the relays will not operate for faults for which there are not
designed to operate. Most protection systems are designed for high dependability, sometimes at the
cost of lower selectivity [18]. This design philosophy correctly reflects the fact that a power system
provides many alternative paths for power to flow from generators to loads. Loss of a power system
element due to an unnecessary trip is therefore less concerning than the presence of a sustained
fault. However, this philosophy is no longer appropriate when the number of alternatives for power
transfer is limited, as it is the case in a power system in an emergency operating state. Since protection
systems do not have to operate frequently2 , they are subject to hidden failures. A hidden failure is a
failure that is not immediately evident to operation personnel (and sometimes neither to maintenance
personnel) but can cause the equipment to fail to perform an on-demand function. Hidden failures
are thus only revealed when the protection is required to operate i.e. when another failure occurs.

4.2 Electric Power System Resilience
Over the recent years, power systems in all parts of the globe have been facing some typically rare,
high intensity threats (e.g., extreme weather events, cyber-attacks, etc.). Throughout such events, several components of the system infrastructure would temporarily be out-of-service with an inevitable
interruption of the supply of electricity to several end-users. These experiences have revived the interest in the ability of the electric power system to contain degradation even under extreme threats
and promptly recover its full functionality. Along with the interest came also the resilience “buzzword”
with several alternative definitions proposed by the industry and academia.
Most recently, collaborative effort between the U.S. Department of Energy and IEEE PES resulted
in a thorough analysis of the framework, methods and metrics for power system resilience [44]. For
the purposes of the CYPRESS project, we adopt the definition of resilience as: “the ability to withstand
and reduce the magnitude and/or duration of disruptive events, which includes the capability to anticipate,
absorb, adapt to, and/or rapidly recover from such an event ” [45]. However, beyond adopting a verbal
definition, the important point is to clearly explain the intended meaning of electric power system resilience as well as its possible relation with electric power system reliability. To do so, it is worthwhile
to remind that usual definitions of reliability do not focus on specific types of events or contingencies. Indeed, the UCTE definition given above for reliability does not mention explicitly what kind of
events should be accounted for. Furthermore, the definitions of adequacy and security given above
stay vague, stating that ”planned and unplanned outages of system components” must be taken into
account for adequacy and that ”specified sudden disturbances” are in the scope of security, but without specifying disturbances. On the contrary, the definition of resilience mentioned above targets
explicitly ”disruptive events”3 .
2 For example, the frequency of lines faults is 0.27 per 100 km and per year in the Finnish transmission system [43, p74].
The protection system of a given line thus only operates a few times per year.
3 Other definitions might mention ”extreme events”, but the general philosophy stays the same
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We must finally discuss the common premise that resilience mostly focuses on so-called “highimpact, low probability” events. Following the argumentation in [44], [46], the definition that we adopt
for the CYPRESS project neither adheres nor opposes to such premise. Put simply, resilience should
typically be unobserved facing the more probable threats since the system is meant to be able to
withstand such events without any loss of performance (by way of reliability management). However,
had the system not been adequately prepared to ride-through such events, resilience would naturally
become observable. It is also worth noting that beyond “low-probability”, resilience mostly applies in
rare situations wherein historical observations are insufficient to accurately estimate an occurrence
probability. Similarly, beyond “high-impact” resilience mostly applies in rare situations wherein the
validity of standard modeling approximations is untested.

4.3 Cybersecurity
4.3.1 Definitions
Before discussing the different aspects and objectives of cybersecurity, we first need to provide some
definitions that we will use in the rest of our discussions.
Cybersecurity is the practice of defending computers, servers, mobile devices, embedded devices, electronic systems, networks, and data from malicious attacks. The term cybersecurity
applies in a variety of contexts, and can be divided into several categories, such as information
security, network security, application security, etc. This already shows that cybersecurity is a
multi-disciplinary domain that requires the combination of many different techniques and approaches.
Information security is the protection of information from a wide range of threats to ensure
business continuity, minimise business risks and maximise ROI and business opportunities. Information security can be achieved by applying the appropriate cryptographic algorithms and
protocols.
Cryptography is the study of mathematical techniques related to aspects of information security
such as confidentiality, data integrity, entity authentication, and data origin authentication. Cryptography is not the only means of providing information security, but rather a set of techniques.
More information on cryptography can be found in the Handbook of Applied Cryptography [47].
Cryptanalysis is the study of analysing and trying to breach cryptographic algorithms and protocols.
A cyberspace is defined as interdependent ICT infrastructures such as the Internet, telecommunication networks, computer systems, or embedded processors and controllers within the range
of what needs to be protected.
Cyberattacks are defined as adversary actions that aim to embrace a negative impact on the
cyberspace one wants to protect.
Pen-testing is an abbreviation of penetration testing, and is often also denoted as ethical hacking. It is an authorised cyberattack on a system, with the goal to identify vulnerabilities and
evaluate the cybersecurity of the system (i.e. part of the cyberspace) under evaluation.

4.3.2 General discussion on the concept of cybersecurity
When reasoning about cybersecurity one needs to take several considerations into account. Below,
we will discuss the most relevant aspects.
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Cybersecurity is a non-functional requirement
A first observation is that cybersecurity is a non-functional requirement of a system, service or application. Indeed, in an ideal world, with no malicious actors, there would not be a need for cybersecurity.
However, this does not correspond to reality, and therefore there is a need for cybersecurity to mitigate business or societal risks (e.g. loss of money, loss of privacy, etc.). Cybersecurity serves as a
constraint or restriction on the design of the system. One of the consequences is that the proper
definition of cybersecurity requirements is critical, but also non-trivial. Over-specification of the cybersecurity requirements might result in a costly, non-practical solution, while under-specifying cybersecurity requirements might result in a system that is inadequate for its intended use. This also
has an impact on the cybersecurity evaluation of the system; i.e., when does one decide that the cybersecurity measures in place are sufficient and meet their goal.
Multiple abstraction layers within cybersecurity
There is no simple cookbook for cybersecurity such as “Do X and you are secure”. Instead, cybersecurity is a continuous process, shifting trade-offs between business risks and objectives. Moreover,
cybersecurity is never a point solution, but rather an integrated solution at many levels of abstraction.
This means that cybersecurity is a system property that, in order to be comprehensive and responsive,
must be considered across multiple domains (hardware, software, firmware, operating system, application, network, cloud, etc.) and during the entire system lifecycle (design, development, manufacturing, supply chain, support and maintenance, end-of-life, etc.). This makes cybersecurity a complex
puzzle to reason about.
Furthermore, it is also important to consider that cybersecurity measures are not solely technical
solutions that are deployed. It also entails operational measures and procedures that are deployed
within organisations (for example incident response procedures). There are also different categories
of technical cybersecurity solutions. Some of the solutions are targeted towards attack detection (e.g.
malware detection), while other solutions aim to prevent a specific attack (e.g. encryption is used to
prevent somebody from reading confidential data). All these categories have their unique properties,
which also results in different types of metrics or different ways to assess the specific cybersecurity
countermeasure.
Another consideration is that users are also often involved in cybersecurity, both from the attack
as from the defence point of view. Actions of these users have a strong impact on cybersecurity. For
example, a technically skilled attacker with many resources can perform more advanced attacks on
a system compared to for example a script kiddie4 . Likewise, a thoughtless action from a user could
completely subvert any cybersecurity measure in place (e.g. opening an attachment in a suspicious
email). The latter already demonstrates the importance of user training and cybersecurity awareness.
However, it also shows the complexity of modeling and analysing cybersecurity of a specific service,
system or solution, as one often needs to take the user within the loop during the security analysis.
Cybersecurity is not static
When measuring the length or the weight of an object, one gets an absolute value that will not change
as long as the object does not change. This is not the case for cybersecurity. As was already mentioned before, cybersecurity techniques or procedures are always used to mitigate specific cybersecurity threats. However, it is impossible to get an absolute view on the landscape of cybersecurity
threats. The reason for this is twofold. First, novel types of cybersecurity attacks are being discovered regularly. This field is evolving at a rapid pace, and each year, new attack methodologies and
techniques with a critical impact on cybersecurity are being found. Second, also attack strategies
themselves are evolving, and often these are further optimised or enhanced. Moreover, one needs
4 A script kiddie is defined as a person who uses existing computer scripts or codes to hack into computers, but lacks the

expertise to write their own

46

hardware or software to carry out a cybersecurity attack (e.g. a computer can be used to brute-force a
password, malware is always in the form of a piece of software, etc.). Every year, hardware is getting
more powerful, and novel software paradigms can be applied to run software code more efficiently
or to achieve a better performance. The result is that the performance of cybersecurity attacks automatically improves in time.
All these aspects make it very challenging to make any useful statements on the cybersecurity
of a system over a large time horizon (e.g. to assess whether a system would still be secure in 10 or
20 years from now). There are a few strategies to partially overcome this. For example, one could
model an attack more abstractly and clearly define the underlying cybersecurity assumptions and
constraints of this specific type of attack (see the chapter on attacker models for more details). Next,
one can then use this abstract model to reason about specific cybersecurity properties. As long as yetunknown attacks are captured by this abstract model, one can make some statements on whether
these attacks can be mitigated or not. Another strategy is to model the increase in hardware/software
performance over a given time period, for example using Moore’s law, and then analyse whether the
complexity of an attack5 is still high enough (e.g. requiring on average 1 million years to be executed
on the given hardware).
However, these approaches have some limitations, and in general one cannot make any statements on whether a system is resistant against unknown cybersecurity attacks. Therefore, during a
cybersecurity analysis, one typically performs an assessment using the current state-of-the-art on
cybersecurity attacks and strategies, and evaluate whether the system provides cybersecurity against
these known type of attacks. This cybersecurity analysis, when done correctly, is only valid for the specific moment in time it has been carried out, and does not make any claims on cybersecurity properties
in the (far) future.
Cybersecurity is always a relative property
One of the most important properties of cybersecurity is that it is a relative property. This means that,
in contrast to for example an absolute property such as length, one cannot give an absolute value for
cybersecurity metric. Indeed, any statement on cybersecurity is always a relative one. Moreover, it is
relative in many different aspects. For example, when making claims on cybersecurity, this is always
given a specific attacker (with some defined resources, motivation, etc.), and given a specific type of
cybersecurity attack or threat. Without such details, any statement on cybersecurity is meaningless.
Moreover, it is good practice to also define which specific asset or part of the system is under attack
(i.e., for which you are evaluating a cybersecurity property), and which specific cybersecurity property
you are evaluating (e.g. confidentiality of a specific data set). Furthermore, since cybersecurity is not
static, and always needs to be considered given the current knowledge and state-of-the-art on cybersecurity attacks, cybersecurity is also relative in that respect. The latter aspect (i.e., cybersecurity
being evaluated given the current state-of-the-art on attacks) is typically never mentioned explicitly
during cybersecurity analysis, but rather being assumed implicitly.

4.3.3 Information security objectives
Information security includes many different aspects. However, a common way to reason about information security, is the concept of CIA. This abbreviation denotes the three main objectives of information security, which are Confidentiality, Integrity and Availability. We will now discuss each of these
more in detail below.
Confidentiality
Confidentiality means keeping information secret from all but those who are authorized to see it. This
can be achieved thanks to the encryption of data.
5 In this case, one needs to specify the attack strategy that will be carried out, in order to compute its complexity.
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Encryption is a set of cryptographic techniques to keep information secret, i.e. to realise confidentiality. Encryption uses a key, which is a secret set of characters of a given length, to change a plain
text into a cipher text. In other words, encryption shifts the problem of keeping data secret towards
the problem of keeping a key secret.
Cryptographic primitives can be split into three categories: Unkeyed primitives (which require no
key at all), symmetric-key primitives and public-key primitives. Specifically for encryption, only the
latter two categories are relevant.
In symmetric-key encryption, the protagonists share a secret key and use it to encrypt and decrypt
their communication. From a security point of view, it is important that the key is only known by the
protagonists (i.e. the two or more parties that want to exchange secret information). This means that
for each group of protagonists, a key must be defined. Considering that a key is shared by a pair of
people, for n people n(n − 1)/2 keys are needed. This does not scale well. If two people want to use
this type of encryption, they need to find a way to safely agree on the secret key. Moreover, the keys
must be changed after a time and therefore they will have to agree on the new key. The most popular
solution to solve this key distribution problem, is to use public-key encryption to initiate the exchange
of a shared key, and then use symmetric-key cryptography to actually encrypt the data.
Multiple symmetric-key encryption algorithms exist, and the two most popular techniques are
block ciphers and stream ciphers. In practice, one mostly uses block ciphers to encrypt a message.
As the name denotes, data is split into several blocks, and then encrypted. The size of the block can
be 32 bits, 64 bits, etc., depending on the specification of the block cipher. Block ciphers require a
mode of operation to define how multiple blocks have to be combined. For example, each block can
be encrypted separately and then concatenated to get the message (see Figure 4.4). This mode of
operation is not very secure, and leaks information on the message that is encrypted. Therefore, it is
recommended to use other modes of operation. For example, one can combine the previous encrypted
block with the next block before its encryption (see Figure 4.5).

Figure 4.4: Block encryption where each block is encrypted separately
In public-key encryption, also denoted as asymmetric encryption, there is a private key which is
only known by one person and a public key which can be known by everyone. With the public key, one
can encrypt any message but this key cannot be used to decrypt the message. To decrypt a message
encrypted with the public key, it is necessary to use the corresponding private key. Therefore, a message can be sent securely to someone using his public key. The concept of public-key cryptography is
often compared with the concept of a mailbox. Each person who knows the address of a person, can
put something in the mailbox of that person (i.e. encrypt something with the public key). However,
only the owner of the mailbox can actually open the mailbox and obtain its content (i.e. decrypt using
the private key). The size of the public and private key is typically larger than the one used for the
symmetric-key cryptography and the algorithms used to cipher and decipher the message are more
complex. Therefore, as mentioned above, the main application of asymmetric cryptography is to solve
the key distribution problem of symmetric-key cryptography.
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Figure 4.5: Block encryption where the previous block is combined with the next block before its encryption
With asymmetric cryptography, there are pairs of public and private keys. If someone wants to
exchange private information with an entity, he needs to obtain the public key in a convenient way
and ensure that the received public key is that of that particular entity (i.e. using the mailbox example
again, one needs to know the address of the person to whom one wants to send a letter). It is for
this purpose that the concept of a PKI (public key infrastructure) model was created. In this model,
it is not the public key that is sent but a certificate. A certificate contains the public key, the identity
of the entity to which the public key belongs and an expiration date. Those certificates are created
and managed by the CAs (certification authority), which is a central authority that is trusted by all the
parties in the system. If someone wants to create a certificate, he must first generate his public and
private key pair. Then that party sends his public key with proof of his identity to a CA. The CA will
verify his identity and if there is no problem, it will generate a certificate. The CA will sign this new
certificate and publish it in a public repository. Thus, to send an encrypted message to an entity, it just
needs to retrieve the certificate containing the entity’s public key from the repository of trusted CAs.
In practice, it is not realistic that all ICT systems in the world use the same CA. Therefore, a hierarchical model is used in PKI. The certificate of a CA is signed by another CA which also has its certificate
signed by another one. At the top of this tree, there are a few root CAs which have a self-signed certificate. When someone trusts a CA, he trusts all the certificates that have been issued by this CA or
by any of the CAs on the layers below that CA in the hierarchical tree model.
Integrity and data authentication
Integrity is the assurance that the data is conformed to the one defined by its proprietary. The integrity
can be achieved thanks to cryptography (signature, data authentication).
Integrity should not be confused with data authentication. Message or data authentication is defined as corroborating the source of information and is also known as data origin authentication. Conceptually, data authentication always implies data integrity as well, i.e. ensuring that information has
not been altered by unauthorized or unknown means.
If a sender only encrypts his message, an attacker who cannot decrypt the message can still modify it randomly (without knowing the effect of this modification) and thus the recipient will receive the
modified message thinking it is the original. One possible solution to prevent this, is to embed a message authentication code (MAC) to the message. The MAC is there to detect if the message has been
altered. A MAC can be considered as a sort of cryptographic checksum. The function used to generate
the MAC must have the following properties:
Non collision : two slightly different documents must have a different MAC
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One-way : given a specific MAC, it is very hard to generate a document that will have the given
MAC.
When the MAC has been calculated, it is appended to the end of the message, then both are encrypted.
Thus, if the message or the MAC is altered by an attacker, this modification will be detected.
Entity Authentication
Entity authentication is a process that ensures that the sender of a message is who they say they
are. Entity authentication can be achieved by using a MAC, but also by using a digital signature. In
fact, digital signatures guarantee the integrity and the authenticity. A digital signature must have the
following properties :
Authentic : the receiver is certain that the signatory has intentionally signed the document
Unforgeable : it is only the signatory which has intentionally signed the document
Unreusable : no one can replace part of the document with another one
Immutable : when the document is signed it cannot be modified
Non repudiation : the signatory cannot deny having signed the document afterwards
Digital signatures are realised using asymmetric cryptography, typically in combination with cryptographic hash functions. The latter are an example of an unkeyed cryptographic primitive, and is a
cryptographic compression function. We refer to [47] for more information on the properties of cryptographic hash functions.
When computing digital signatures, the hash of the document is calculated, then the sender signs
the hash with his own private key. The concatenation of the document and the signed hash is sent to
the receiver. When the receiver receives the message, he can compute the hash of the document and
then verifies – using the public key of the sender – that this hash corresponds to the digital signature
that was appended to the message.
Availability
Availability means that a system maintains its functionality without disruption, delay or degradation
on demand. IDS (intrusion detection system), firewall or honeypot are often used to counter attacks
which try to make a system unavailable.
Intrusion detection system (IDS) is a system which detects abnormal activities on the network to
prevent malicious actions. It is used to detect attacks before they compromise the system in order to
prevent or mitigate them. An IDS analyses the network traffic or events on servers. The IDS can detect
cyber events in two ways. First, it can detect cyber events after having collected logs from the datain-transit from its interfaces. With this approach, cyber events are detected after their occurrence.
Secondly, IDS can detect cyber events during real-time. Logs are not collected in this manner, but
rules are run on the device to filter events through data-in-transit. (with applications such as network
sniffer, logs/registry/syscall watcher). There are several types of IDS:
Statistic based
Signature based
Integrity based
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Rule n°
1
2
3

Src. IP
A’s IP
B’s IP
any

Src. port
any
any
any

Dest. IP
B’s IP
A’s IP
any

Dest. Port
440
23
any

Protocol
TCP
TCP
any

Action
allow
allow
deny, log

Table 4.1: Example of firewall rules
The statistic IDS carries out a statistical analysis on network traffic and raises an alarm according
to the analysis result. It may rely on machine learning to detect certain attack patterns on the network. For example, it can detect that someone is performing port scanning to find a port which has a
weakness.
The signature IDS uses a database of known attacks to detect potential malicious actions while
performing its traffic analysis. This kind of IDS is not able to detect a new attack but the signature
database is huge since users and developers update it.
The integrity IDS goes through all files on a system which have a digital signature to verify whether
they have been modified or not.
Firewall is a system which prevents the propagation of an attack while allowing desired traffic to
reach its destination. A firewall works with rules, for each incoming or outgoing traffic it will go through
its list of rules and performs the desired action. If no rules match the traffic, it goes to the default rule
which should deny the traffic and add an entry to the log. An example of these rules is presented in
table 4.1.
There are two types of firewalls: without memory (stateless) and with memory (statefull). The
statefull firewall knows the established connection and so automatically authorizes returning traffic.
With a stateless, it is necessary to write rules for both ways of the communication. When you want
to create the rules for your firewall, you first need to define the zone of your organisation. A zone is a
group of hosts which share the same access rights (see Figure 4.6).

Figure 4.6: Security zones in Smart Grid communication network (an example)[6]
Nowadays, it is possible to have a single hardware or software that performs multiple security
51

actions, they are called Unified threat management (UTM). A UTM can contain a firewall, an IDS, an
email filtering, an antivirus and others.

4.3.4 Attacker model
For the purposes of cybersecurity, it is necessary to make a proactive determination of the root of
threats, known as attackers (i.e., threat actors). Each threat actor has different motivations and resources. For example, a DDoS (Distributed Denial-of-Service) attack requires a lot of resource investments with little software knowledge (because DDos attacks by nature require strong resource (CPU
and GPU) investments). On the other side, constructing dedicated malware requires close to zero
hardware investments but talent and capability.
From this perspective, it is important to have a correct attacker model. For example, if the attacker
model is too weak (meaning that one only considers an attacker with minimal capabilities), this will
not correspond to reality. Therefore, security assumptions made during the analysis will be wrong,
resulting in the security solution being wrong. On the other hand, suppose the attacker model is too
strong (meaning that one considers an attacker with robust capabilities). In that case, one might end
up in a very complex and expensive sub-optimal security solution. In conclusion, it is vital to find an
appropriate balance and specify an attacker model that corresponds to the actual situation in practice.
To do so, it is helpful to categorize threat actors concerning their categories and types.
Attacker types
From a technical perspective, one can define different types of attackers. Depending on the type of
access to the targeted system, an attacker can be either an insider or an outsider. The former is an
actor with legitimate access to the targeted system, through which it may pose an unintentional or
deliberate cyber-security threat. The latter is a malicious actor, with no legitimate access to the targeted system. Depending on the type of activity on the targeted system, an attacker can be either
active or passive. An active attacker performs some actions seeking to directly disrupt the functionality of the targeted system. In contrast, a passive attacker simply observes the targeted system
and collects information. For example, a passive attacker may intercept messages flowing through a
communication network so as to discover their content.
Attacker categories
Potential threat actors can also be categorized according to their motivations. According to this classification, the following attacker categories could potentially target electrical power systems [48].
Nation States: State-run, well organized and financed groups, using foreign service agents to
gather classified or critical information from countries for economic, military, or political advantage.
Hackers: Groups of individuals (e.g., hackers, phreakers, crackers, trashers, and pirates) who attack networks and systems seeking to exploit the vulnerabilities in operating systems or other
flaws.
Terrorists/ Cyberterrorists: Individuals or groups operating domestically or internationally who
represent various terrorist or extremist groups that use violence or the threat of violence to incite
fear to coerce or intimidate governments or societies into succumbing to their demands.
Organized Crime: Coordinated criminal activities including gambling, racketeering, narcotics trafficking, and many others.
Other Criminal Elements: Another facet of the criminal community, which is normally not well
organized or financed. Normally consists of few individuals, or of one individual acting alone.
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Industrial Competitors: Corporations operating in a competitive market, engaged in the illegal
gathering of information from competitors or foreign governments in the form of corporate espionage.
Disgruntled Employees: Angry, dissatisfied individuals with the potential to inflict harm on the
smart grid network or related systems. This can represent an insider threat depending on the
current state of the individual’s employment and access to the systems.
Careless or Poorly Trained Employees: Those users who, either through lack of training, lack of
concern, or lack of attentiveness, pose a threat to a cyber-physical system.

4.3.5 Attacks
Let us now introduce the most common cyber-attack types that may be inflicted on a targeted system, while referring the reader to [49] for indicative applications of such attacks on electrical power
systems.
Phishing
The purpose of this attack is to gather sensitive information, typically the credentials of the target, by
impersonating a false identity.
For example, an attacker can send an email appearing to come from an entity asking to click on a
link to change your password because it has been compromised. But the link in the email will redirect
the user to a page created by the attacker who will then obtain this sensitive information.
Nowadays, most of these emails are filtered by our mailbox but not all, so it is always useful to
verify the identity of the sender before performing the requested actions.
Man in the middle
The goal of this attack, as the name already denotes, is to be in the middle of a communication session
between two entities. By performing a man-in-the-middle attack, the attacker tries to decrypt the
data that is exchanged between two entities and/or tries to modify the content of these messages
without the sender or receiver being able to detect this.
For example if A wants to have a private communication with B, A will ask the public key of B.
But C can intercept the response of B and send its own public key to A. As a result, when A sends an
encrypted message to B, it will actually send it to C. C can then decrypt the message, read or alter it,
and finally re-encrypt the message to B pretending to be A. This is displayed on Figure 4.7.

Figure 4.7: Worm propagation schema
Digital signatures could prevent the attack above. However, the security of digital signatures depends on the security of the underlying PKI system. For example, an attacker can create malware
that modifies the list of trusted CAs. If this attack would succeed, the attacker could force the victim
in using incorrect (i.e. fake) certificates, and still perform a man-in-the-middle attack.
Therefore, to prevent the attack mentioned above, it is crucial that the PKI scheme that is being
deployed is secure, and that one cannot modify the list of root CAs in ones system. One can also
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use anti-virus software to detect and erase malware that may change the list of trusted certification
authorities present in the system.
Denial-of-service (DOS)
A denial of service attack consists in preventing the proper functioning of a system and therefore make
it unable to work as intended. If there is only one physical attacker (i.e. computer or host) performing
the malicious action it is called DOS, but if there are multiple sources it is called DDOS (distributed
denial-of-service).
A way to perform a DOS attack, is to send a large number of UDP packets on random ports of
a target host. For each of these packets, the target host must forge and send a response packet.
This way, the target host will spend time responding to these packets instead of dealing with real
requests. To create a DDOS attack, an attacker can infect multiple hosts with a worm. Then he can
send a specific message to activate these infected hosts making them attack the same target.
A firewall can be used to prevent a DOS attack by blocking unwanted traffic. In addition, with an
IDS, it is possible to detect this type of attack and then add new rules on the firewall to block them.
CAPTCHA is also a solution since it allows to detect if the connection comes from a human or not.

4.3.6 End-to-end cybersecurity analysis
In the previous section, we have demonstrated that cybersecurity is a complex concept encompassing
many aspects. Most realizations of cybersecurity solutions within a system or application combine
multiple measures and techniques, each targeting one specific cybersecurity requirement or functionality. To complicate things even more, most practical systems or applications that are commercially
deployed consist of multiple devices, multiple actors (e.g., administrator, operator, end-user, etc.), and
various types of cybersecurity-critical assets that one needs to protect. This is also the case for power
systems.
Therefore, to evaluate the cybersecurity of such a system or application, it is crucial to have a
holistic view from a cybersecurity point of view. This helps to understand the cybersecurity dynamics
in the system (e.g., if component x in my system is broken, does it have any cybersecurity impact
on component y or dataset z?). Moreover, it also helps to identify the most important cybersecurity
risks and to set cybersecurity priorities. Indeed, it should be decided on which aspects to spend one’s
cybersecurity budget within an organization to ensure that resources are spent effectively.
Accordingly, an end-to-end cybersecurity analysis must be performed. This analysis consists of
two main subsequent steps, which are denoted as a technique used to obtain a holistic cybersecurity
view of the system. These two steps are threat modeling and risk analysis. As the name denotes, this
consists of two processes that are in practice always combined. First, one performs threat modeling,
and in a second phase, a risk analysis is carried out on the outcomes of the threat modeling. In the
following subsections, we will focus on each of these in more detail.
Threat modeling and risk analysis can be applied during different stages of the life cycle of a system: e.g., during the planning, design, or implementation of cybersecurity measures. It is also not
necessarily a one-time exercise. For example, when the system architecture changes or when new
components or software are being deployed intrinsically different from previous versions, it might be
interesting to re-apply threat modeling and risk analysis. This might help to understand which assets, applications, and components may be vulnerable to cybersecurity threats and how this would
evolve in the updated system architecture. These insights allow one to make an informed decision
about the impact of adopting new tools and components and set the new cybersecurity priorities to
anticipate specific cybersecurity threats (e.g., fixing cybersecurity vulnerabilities, adopting new cybersecurity measures or procedures, etc.). However, despite the benefits that this methodology offers,
it typically results in a high-level view of the cybersecurity of a system. Therefore, it does not replace
more technical cybersecurity evaluations, such as, for example, pen-testing, cryptanalysis, or in-depth
technical cybersecurity assessments.
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It is also good to note that a threat modeling and risk analysis exercise typically involves multiple stakeholders from an organization. This depends, of course, on the size and technical maturity of
the organization, but one might, for example, invite cybersecurity experts, software engineers, people from specific business units, and maybe even people responsible for network management. The
group could consist of technical experts, business-oriented people, and people from the management.
Multiple organizations offer threat modeling and risk analysis support to their customers, for example, via consultancy services (i.e., organizing and supervising these exercises) and via commercial tools
(e.g., SSM - security system modeler).
Finally, one must perform some activities to mitigate the risks analyzed. Thus, an implementation of possible cybersecurity controls must be committed to protect cyberspace within a holistic approach. There are various standards that can be applied to electric grids. Some of these standards are
legally compulsory in some countries, where some of those are recommended to protect cyberspace.
These standards will be briefly explained where a specific and crucial one will be selected and more
deeply analyzed during task 1.2 of the CYPRESS project.
All in all, end-to-end cybersecurity analysis steps are shown in Figure 4.8 and explained in detail
in the next three sections.

Figure 4.8: End-to-end cybersecurity analysis steps

Threat modeling
Components in threat modeling Multiple activities should be carried out during a threat modeling
exercise. Each of these has its importance in obtaining useful cybersecurity insights, which are briefly
discussed in this section.
Cyberspace definition: Recall that cyberattacks are defined as all the adversary actions that aim to
embrace a negative impact on the cyberspace one wants to protect. Thus, it is prevalent first to
determine from what assets cyberspace is composed of and which flows are happening within
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and outside of this cyberspace. To determine cyberspace, one needs to define the assets and
information flows in the system. These will be done in the next two steps below.
Asset identification: There are multiple assets in a system. These could be datasets, the
functionality offered by specific services, etc. Any cybersecurity threat will always be targeted
towards one or more assets in the system. Therefore, it is important to make an inventory of
these during a threat modeling exercise.
System description: Regardless of the type, any system should be decomposed into its smaller
manageable components to analyze its risks more accurately and adequately. For this reason,
as a concept, whatever the purpose of the large system is, it will be decomposed into systems,
sub-systems, and components in a cascading way. Accordingly, a system is composed of many
sub-systems where those are composed of components. Therefore, it is crucial to describe the
general system architecture and identify the data flow between the different components (i.e.,
the type of communication between the components in the system). Within these system architectures, a user is typically modeled as a separate entity interacting with one or more system
components.
Attacker modeling: Having a list of cyberspace that must be protected will lead the owners to know its
assets. But also, it will show the system owners to know which assets are targeted by whom.
For this purpose, it is prevalent to determine the root of threats, known as attackers (i.e., threat
actors). Each threat actor has different motivations and resources. While a DDoS attack that targets the availability of a power system requires lots of hardware investment with little software
knowledge, a malware requires close to zero hardware investment but talent and capability. Accordingly, possible attacker categories and types are explained in section 4.3.4.
Threat intelligence: It is impossible to reason about cybersecurity without understanding how cybersecurity threats and their defenses work. Therefore, threat intelligence is needed during the
threat modeling exercise. Threat intelligence is all the data that is collected, processed, and analyzed to understand a threat actor’s motives, targets, and attack behavior and strategies. This
know-how typically comes from the participation of cybersecurity experts, or the cybersecurity
team, in threat modeling. Sometimes, (part of) this expertise can also come from public sources
(e.g., databases on specific threats, etc.).
How these different processes are combined and used depends on the actual threat modeling
methodology. The next section will discuss this below.
Threat modeling approaches When performing threat modeling, there are multiple approaches one
can use. In this report, we only briefly discuss the most relevant approaches. In task 1.2 of the CYPRESS project, we will zoom in on threat modeling and apply it to power system architectures.
There are different ways to categorize the different threat modeling approaches. One often makes
a difference between attack-centric and software-centric threat modeling methodologies. Both approaches result in another representation of the same outcome.
Attack-centric threat modeling: This type of threat modeling starts with identifying the attacker and
then evaluates the attacker’s goals and potential techniques. The best-known attack-centric threat
modeling approach is to use so-called attack trees. In the root of the tree, one puts the specific purpose of an attacker. One layer below in the tree puts the different options on how this attack can be
carried out. Each of these attack strategies in the child nodes of the attack tree could be an attack
goal on its own, resulting in the description of different options to reach these, and hence the creation
of child nodes one layer lower in the tree. One can also consider multiple sub-goals which need to be
combined to achieve a specific goal (e.g., to steal money from somebody’s account, I need (i) to steal
his bank card, and (ii) also to guess his PIN code). Alternatively, one can also have multiple sub-goals
which represent different options to reach the same goal (e.g., in a tree with two child nodes a and b,
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one either has to fulfill sub-goal a, or sub-goal b to carry out the attack goal in the root node of the
tree).
Software-centric threat modeling: These are often also denoted as architecture-centric threat modeling. This methodology starts with identifying the system design and the data flows (i.e., data flow
diagrams). It then systematically lists all the potential attacks against each component and each communication interaction. This approach has been adopted as the de-facto standard among manual approaches to software threat modeling. A well-known example of a software-centric approach is the
STRIDE methodology developed by Microsoft. STRIDE is an acronym denoting the six categories of
threats one should take into account. These categories are:
Spoofing: This means that the attacker successfully pretends to be one of the entities6 in the architecture, or pretends that a particular entity in the system sent a specific message. Spoofing
includes adding extra messages, changing existing messages, and replaying earlier messages.
Spoofing attacks also include man-in-the-middle attacks. The solution for this is proper entity
and data authentication.
Tampering: This constitutes altering data while it resides in one of the entities. The cryptographic
property in jeopardy is the integrity of the data. To counter these types of attacks, again data
authentication is important. Alternatively, tampering can also refer to physical tampering (i.e.,
manipulation) of specific components in the system.
Repudiation of authenticity: This means that an entity can deny having sent a particular message.
This can be important if there are multiple stakeholders in the architecture. To achieve nonrepudiation, digital signatures are used.
Information disclosure: In these attacks, the adversary gains access to confidential information, either
while it is being transmitted between different entities or while it resides on one entity. Protection against these types of attacks is done using encryption.
Denial-of-service: These attacks aim to make one of the entities unavailable to other entities or to
make particular services in the system unavailable, thereby altering the proper functioning of the
structure. A means to protect against some of these attacks is to discard invalid or badly formed
messages immediately. However, note that this does not prevent all possible DoS attacks, as
these can also be performed using valid and well-formed packets.
Elevation of privilege: This means that a user with a lower level of privilege somehow manages to
elevate his access rights and execute functions he should not have access to. This can be remediated by authorization and proper access control.
Risk analysis
The outcome of the threat modeling, independently of which methodology has been used, is a (long)
list of potential cybersecurity threats. Although this list already gives some initial insights, it is typically
not very useful on its own. Precisely for this reason, one needs to apply risk analysis. The goal is to
quantify, and therefore also to prioritize, the cybersecurity threats and hence assess which are the
most relevant cybersecurity risks. There are different ways how one can determine the cybersecurity
risk of a cybersecurity threat. One way is to use the threat intelligence threat monitoring, for example,
based on cybersecurity advice from experts or on data from public databases (on specific types of
cybersecurity vulnerabilities). The assessment could also be based on active testing (e.g., penetration
testing) or in-depth technical reviews.
6 The definition of entity depends on the context of the system whose cybersecurity is evaluated. It can be, for example,

a user, a service, a device, or any combination of these.
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Components in risk analysis One should carry out multiple activities during a risk analysis exercise.
Each of these has its importance in obtaining useful cybersecurity insights.
Vulnerability determination on cyberspace: Previously, all assets and their connections (cyberspace) are
determined with possible threats that those might face. In this very first section of risk analysis,
it is crucial to determine whether cyberspace has any vulnerabilities that any threat determined
can exploit or not. Thus, one must perform an end-to-end vulnerability determination activity
to control whether cyberspace is resilient enough against threats or not.
Risk assessment type determination: Having determined all assets, threats, and vulnerabilities, it is left
to state the severity of the risk where it can be expressed quantitatively or qualitatively. Thus, if
a risk can be expressed in terms of numbers or quantifiable measures, we perform ”Quantitative
Risk Assessment.” Quantified risks are usually demonstrated with topics such as data breaches
(number of data stolen), access violations (number of entities who have violated the corporate
access matrix). Otherwise, in case a risk cannot be expressed with quantified measures, ”qualitative or semi-quantitative risk assessment” methods apply. As an example, ”repudiation risk”
can usually be measured via qualitative risk assessment methods. There are several methods
to use these assessment types in the electricity sector. Those are described in this section.
Likelihood and impact determination: Having decided on the manner of risk assessment, one must define a predetermined way of quantifying risk (if quantitative risk assessment method is chosen,
which usually is the case in technical assessments). Regardless of the methodology chosen,
when risk is determined, it is composed of two parts called impact and probability. Impact is the
quotient that shows the absolute effect of the risk if it comes true. Probability is the chance of
the impact being true. Thus, one should establish a standard way of quantifying risk (determining the scale and its definitions and normalize it with risk data in hand) to assess the severity of
risk in an adequate manner. Finally, with respect to the score obtained, the risk should be treated
according to the threshold (risk appetite) determined by stakeholders (and entities who have a
right on the system) of the system.
Risk treatment method determination: When a risk exists, it is composed of two parts (another expression of risk than impact and probability) called inherent risk and residual risk. When a risk is not
treated (i.e., not applied any control to mitigate, transfer, avoid or accept), the inherent risk always exists. When treated according to the risk appetite, the only risk left is residual risk. There
are four ways to treat the risk, which are described in the following part of this section.
Risk treatment methods There are four risk treatment methods where each will be discussed as
below [50].
Risk mitigation: Risk mitigation aims at altering the level of risks. This is usually achieved by addressing the main factors that influence the risk levels, i.e., the impact and probability of adverse events
associated with risks. In risk management, risk modification usually takes the form of risk reduction (mitigation). The primary instrument for reducing risks is the deployment of appropriate
security controls, which will be discussed in Section 4.3.7.
Risk transfer: Another risk treatment option regard sharing risks with other parties. One can do this
by launching collective risk management initiatives or agreeing on jointly absorbing risk consequences. A specific risk sharing case is risk transfer, where the responsibility associated with
the risk is entirely delegated to another party. Examples include ensuring against adverse risk
consequences or contractual agreements with other parties to take over the risk-exposed area.
Risk avoidance: Risk avoidance involves taking a completely different course of action in order to exclude the chance of occurrence of particular risks that were identified during the risk assessment.
For instance, if risk levels associated with wireless access to substations’ control exceed the organization’s risk threshold, resigning of the technology is a potential risk avoidance scenario.
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Risk acceptance: Risk acceptance concerns deciding on not taking any action to address a particular
risk. This option should be chosen only if the concerned risks meet the risk acceptance criteria, which express the organization’s acceptance of the risks in question. In exceptional circumstances, risks are temporarily accepted also when the acceptance criteria are not satisfied. For
instance, in the face of a general disturbance to the organization’s operation, specific resources
can be missing to address particular risks, or risk priorities can differ. However, if this situation
tends to remain for a longer time (a tactical perspective), the revision of risk acceptance criteria
and the whole cybersecurity program might be necessary.
Risk analysis methodologies What is typical for all risk analysis methodologies is that they quantify
the risk of a cybersecurity threat, i.e., they derive a cybersecurity metric for the risk. This metric is often
denoted as the risk score. Most risk analysis methodologies differ in the way how they compute this
risk score (i.e., indicating how relevant or important a particular cybersecurity risk is), the factors that
are considered for calculating a risk score, and the way how the final score is computed (i.e., how scores
on different categories are combined into a single score). Although one can perform risk analysis on
a systematic level, it is often subjective by nature, particularly if one needs to score categories that
cannot be measured objectively. However, in general, the most relevant/essential threats always
receive a relatively high score when a risk analysis has been performed correctly, independently of
the exact methodology or team conducting the assessment.
Let us give an example for illustration purposes. One possible risk analysis methodology is DREAD,
which was proposed by Microsoft to be used in combination with STRIDE (as a threat modeling exercise). DREAD is an abbreviation of damage, reproducibility, exploitability, affected users, and discoverability. For each of these categories, one can, for example, give a score from 0 to 5 (0 being the lowest
score, 5 the highest). One can then just add up the scores to compute the final risk score. These
categories are [51]:
Damage: how bad would an attack be?
Reproducibility: how easy is it to reproduce the attack?
Exploitability: how much work is it to launch the attack?
Affected users: how many people will be impacted?
Discoverability: how easy is it to discover the threat?
As a final step, one should set a threshold (also called risk appetite). Each threat with a cybersecurity risk above this threshold is then considered and being addressed (i.e., mitigated by specific
measures). Each score below the threshold is then thought to have a low risk and hence out of scope.
One can, of course, also perform some more fine-grained classification (for example, have multiple
categories, varying from high-priority for the most critical risks to medium-priority and low-priority).
We again refer to task 1.2 of the CYPRESS project for a more in-depth discussion of risk analysis.
Having performed a risk analysis, one might apply cybersecurity controls to mitigate the risk, which
will be discussed in the next section.
Cybersecurity controls implementation
Having performed an end-to-end threat modeling and risk analysis puts the situation on the table.
Risk will be determined, and the possible treatment method will be decided. At a certain point, this
treatment method should be applied. If a risk mitigation option is chosen for a particular cyber asset,
a control must be established in order to mitigate the risk.
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Cybersecurity controls methodologies In general, cybersecurity controls can be technical and nontechnical. This section only focuses on technical controls where the following methodologies and
standards classify cybersecurity controls into control domains such as access control, network segmentation, cryptographic algorithms, etc. There is a considerable amount of cybersecurity controls
that can be applied in electric grid security, which are listed on Table 4.2 to their relevance [50]. In task
1.2 of the CYPRESS project, we will zoom in on cybersecurity controls and integrate important and
necessary ones on power system architectures.
Cybersecurity controls standard
NRC RG 5.71
IEEE 1686
AMI
NISTIR 7628
IEC 62351
IEEE 2030
IEC62541
IEC61400-25
IEEE1402 IEC 62056-5-3 ISO/IEC 14543
IEC 62056-5-3
ISO/IEC 14543

Relevance and domain
Cyber security of nuclear infrastructures
Applicable general cyber security
Applicable general cyber security
Smart grid cyber security
Security of communication protocols
Smart grid interoperability
OPC UA security model
Wind power plants-IACS communication
Physical and electronic security
AMI data exchange security
Home electronic system security

Table 4.2: Cybersecurity controls on electric grids
Adequate and systematic application of cybersecurity controls will mitigate risks. However, those
should be remediated with an action plan. All in all, in general, possible areas to implement cybersecurity controls are listed below.
Cryptographic mechanisms
Key Management
Identification, Authentication and Authorization
Access Control
Firewalls
Intrusion Detection and Prevention
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5
Reliability and resilience metrics

This chapter introduces the metrics to express the reliability and resilience of electric power systems,
in sections 5.1 and 5.2 respectively. In both cases, we first present the state of the art and next discuss
the relevance of these metrics for the CYPRESS project research goals.

5.1 Reliability metrics
As mentioned in chapter 4, electric power system reliability is composed of both adequacy (i.e., the
capability to function in all plausible operating states) and security (i.e., the capability to maintain functionality during transitions between plausible operating states). The metrics used to describe reliability are typically based along the same (de)composition, precisely expressing system adequacy and/or
security. Defining the precise functional scope (between adequacy and security) is therefore necessary
for the precise definition of any single metric. It follows that considering metrics both for adequacy
and security is necessary to express the reliability of a system. Along with the precise definition of the
functional scope, explicitly defining the set of so-called “plausible operating states” is also necessary
to precisely define any single metric.
Before introducing the state-of-the-art metrics and discussing the relevance for CYPRESS, it is
useful here to clarify the interrelation between adequacy, security and reliability metrics through a
very simple first example. Let us consider the ability to meet the end-user demand as the intended
functionality of the system and the set of all single component outages (i.e., the set of N-1 outages) as
the plausible operating states of the system. An exemplary adequacy metric would be the maximum
amount of unserved demand while the system is indeed found in any one of the single-componentoutage states. A system may be not fully adequate if, for instance, without its largest generating unit
there is insufficient generation capacity. An exemplary security metric would be the maximum amount
of unserved demand while the system is undergoing the transition from the intact (i.e., no outage)
state towards any one of the single-component-outage states. A system may be not fully secure if,
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for instance, the loss of its most heavily loaded generating unit causes an instantaneous frequency
drop that cannot be contained without the activation of automated load shedding. An exemplary
reliability metric would be the two-element vector composed of the aforementioned adequacy and
security metrics. Notice that we have used the same quantity (i.e., maximum amount of unserved
demand) both for adequacy and security metrics, to underline that quantity, scope and set of states
jointly define a single metric.
In the following parts of this section we present and discuss state-of-the-art adequacy, security and reliability metrics, then discuss the relevance of these metrics for the CYPRESS project. The
interested reader may also find an in-depth review and discussion in [52].

5.1.1 State-of-the-art adequacy metrics
An adequate power system has enough generation, transmission and distribution capacities to meet
the aggregate electric power and energy requirements of consumers at all times, considering scheduled and unscheduled outages of system components [53]. Adequacy metrics are therefore posed
in steady-state conditions. Adequacy studies are usually performed in long-term (e.g.,1 to 30 yearsahead) planning. However, ENTSO-E recently defined a methodology for short- and medium-term
adequacy (i.e., for week-ahead to at least day-ahead and monthly) adequacy assessment [54], [55].
Adequacy metrics range from fully deterministic to fully probabilistic. In the deterministic instances, the metrics are typically based on comparing the system (generation and/or transmission,
and/or distribution) capacity with respect to the peak load demand. Deterministic metrics are less and
less relevant with the growth of uncertainty due the electricity market liberalisation and the development of renewable energy generation sources. Probabilistic metrics integrate distributions of the
uncertain factors such as the load demand, renewable generation, availability of generation, transmission and distribution assets etc..
Adequacy metrics can be decomposed over the three hierarchical levels, i.e. generation (HL-I),
composite generation and transmission (HL-II) and composite generation, transmission and distribution (HL-III) [56], [57]1 .
ENTSO-E
ENTSO-E’s approach for HL-I adequacy management was initially deterministic. It was based on the
time period with the largest load. Due to the increasing penetration of RES and the increasing uncertainty that comes along, a gradual movement towards a probabilistic approach is initiated with
ENTSO-E’s target methodology for adequacy assessment [58]. This methodology is based upon 5
metrics:
Loss of load expectation (LOLE): The expected number of hours per year during which it will not
be possible for all available generation resources to supply the load, taking into account interconnections. Depending on the scope of the analysis, LOLE can be computed in per day, per month,
etc..
Loss of load probability (LOLP): The probability of the peak demand exceeding the available generating capacity during a given period of time (e.g., year, day, hour, etc.).
Full load hours of generation: The time needed to produce the total energy under full load conditions of the generators, which represents the utilisation rate of the generation park.
RES curtailment: Amount of energy from renewable energy sources (RES) that cannot be produced due to security reasons.
CO2 emissions: Amount of CO2 emissions.
1 NERC does not define a HL-II adequacy assessment but an equivalent HL-II static security assessment.
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Some countries (including Belgium) also use the LOLEP95 in HL-I adequacy assessment. The LOLEP95
is the percentile 0.95 of the loss of load over the simulated scenarios.
The adequacy management of the transmission system (HL-II) is the responsibility of the individual countries in Europe [59]. Indicators used by system operators to assess the adequacy of their
generation and transmission systems are [59], [60]:
Expected energy not supplied (EENS): The expected total energy not supplied to the load buses
irrespective of the cause and the location of the deficiency. It can also be referred to as loss of
energy expectation (LOEE) [56].
System minutes: EENS normalized by peak demand representing equivalent minutes of unavailability.
Average interruption time (AIT): A measure for the amount of time the supply is interrupted,
expressed as the total number of minutes that the power supply is interrupted during the year.
It is computed as 60 times the total non-supplied energy (in MWh) divided by the average load
(in MW) [61].
LOLP, LOLE and EENS are frequently used for adequacy management in practice. These metrics
(although not necessarily under the same name) are used in Belgium, Finland, France, Great Britain,
Hungary, Ireland and the Netherlands in a probabilistic assessment to verify generation adequacy [52].
FOR HL-III adequacy studies, the most commonly-used metrics are SAIFI and SAIDI [61]. SAIFI
stands for System Average Interruption Frequency Index, which represents the number of consumer interruptions divided by the number of consumers served, while SAIDI stands for System Average Interruption Duration Index and represents the sum of consumer-sustained outage minutes per year divided
by the number of consumers served [59]. Additionaly, Momentary Average Interruption Frequency Index
(MAIFI) and Event Frequency Index (MAIFIE ) are similar to SAIFI but for short duration interruptions [62].
North-American Electric Reliability Corporation (NERC)
NERC defines the following adequacy metrics [63], [64]:
Expected unserved energy (EUE): A measure of the resource availability to continuously serve all
loads at all delivery points while satisfying all planning criteria [MWh]. The expected amount of
energy not supplied by the generating system during the period of observation, due to capacity
deficiency.
Loss-of-load hours (LOLH): The expected number of hours per year when a system’s hourly demand is projected to exceed the generating capacity. This definition is equivalent to the LOLE
defined by ENTSO-E.
Loss-of-load expectation (LOLE): The expected number of days per year for which the available
generation capacity is insufficient to serve the daily peak demand.
Loss-of-load probability (LOLP): The probability of the peak demand exceeding the available generating capacity during a given period of time (e.g., year, day, hour, etc.). This is the same definition
as in ENTSO-E.
Loss-of-load events (LOLEV): The number of events in which some system load is not served in
a given year.
While the term “expected” is often used in the definition of the above metrics, the metrics can also
be computed upon historical data to evaluate the past performance of a system.
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Academic literature
A number of metrics have been proposed in the literature to express the adequacy of electric power
systems. However, most of these metrics are similar to the metrics defined by NERC and ENTSO-E.
We note however that [61] proposed to normalise the EUE in order to allow the comparison (and
setting of standards) of the performance of systems of various sizes. For a more complete review of
adequacy metrics proposed in the academic literature, the reader is referred to [52].

5.1.2 State-of-the-art security metrics
Security metrics generally quantify the ability of the system to withstand disturbances without loss
of functionality. The (broader) set of security metrics may describe: (i) whether the system can be
operated without loading any component beyond its ratings, (ii) whether system variables such as
frequency and voltage may lie within/outside of respective acceptable ranges, (iii) whether unwanted
physical phenomena such as voltage collapse, instability, cascading outages, etc. can be avoided, and
ultimately also (iv) the extent of the consequences to the system end-users. Security metrics are
more commonly used at HL-II, but the increasing importance of inverter-connected generation (that
have fast dynamics) is also making such indicators relevant for HL-III.
Similarly to adequacy metrics, security metrics can be deterministic or probabilistic. In the deterministic case, the metrics are usually defined for a few extreme cases (e.g. peak load, minimum load,
etc.), assuming that if the system is secure for these extreme cases, then it is always secure. Probabilistic metrics are used to express risk, defined as the product of probability and consequence (e.g.,
the risk of thermal overloads following any single component outage). It is relatively frequent that the
dynamics of the grid are simplified in order to reduce the computational burden. A common approximation is the quasi-steady-state (QSS) approximation [65]. In the QSS approximation, the system
evolution is modelled as a sequence of steady states.
ENTSO-E & NERC
There is a lack of public documentation regarding security metrics used ex-ante by ENTSO-E and NERC.
However, this lack of public documentation should not be understood as a lack of such metrics. Indeed,
in both jurisdictions, system operators proactively ensure that their systems are compliant with the
N-1 security criterion. To do so, system operators have to verify in advance that all system variables
will remain within their respective acceptable ranges by performing quasi-steady-state and dynamic
simulations as needed. The considered metrics are, to a large extent, system-specific and based onexpert knowledge of the system characteristics, threats and weaknesses. It is anticipated that metrics
will be explicitly documented in the future, along with the establishment of a common methodology
for probabilistic security assessment. Such a methodology will be defined as required by the decision
07/2019 of the Agency for the Cooperation of Energy Regulators (ACER) of 19 June 2019. This decision requires the European TSOs to amend the common methodology for coordinating operational
security assessment (CSAM) with a methodology on a common operational probabilistic coordinated
security assessment and risk management by 2027 [66].
Academic literature
A number of risk-based security metrics has been proposed in the academic literature. These metrics
are related to low voltages, voltage instabilities, cascading outages, overloading [67], high currents,
loss of loads [68] and transient instabilities [69]. In addition to risk indicators, [56] proposes to use the
(expected) average number of voltage violations (at load points and globally) as a metric for security
assessment. Also, [70] proposes to use the EENS.
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5.1.3 State-of-the-art reliability metrics
Reliability metrics jointly express both the adequacy and security of a power system. Reliability metrics are thus often sets of metrics or integrated metrics (i.e., weighted sum of metrics). ENTSO-E and
NERC mainly use them ex-post to assess the evolution of the system performance and the identify
system weaknesses.
ENTSO-E
ENTSO-E defines operational planning and scheduling (OPS) metrics that count the number of events
due to a certain cause that resulted in a degradation of system operation conditions (OPS 1 and 2
focus on security and OPS 3 on adequacy) [71]. Real-time (RT) metrics include indicators of the observed frequency of unwanted events as well as indicators of their duration/magnitude (e.g. RT1 is
the number of tripped transmission system elements per year per TSO, RT4 is the time duration and
number of instances of being in the alert and emergency states per TSO, etc.) [52].
NERC
NERC defines a set of adequate level of reliability (ALR) metrics, used to assess the reliability of the
grid ex-post. They are listed below [72]:
ALR 1-3: The planning reserve margin, i.e. the percentage of additional capacity over load.
ALR 1-4: The number of transmission-related events resulting in loss of load.
ALR 2-4: The percentage of non-recovery from disturbance control standard (DCS) events.
ALR 2-5: The number of events greater than the most severe single contingency (MSSC) event.
ALR3-5: The count of how many times a system operating limit (SOL) or interconnection reliability operating limit (IROL) has been exceeded. To illustrate how quickly IROL/SOLs are returned
to within normal limits, the metric is divided into 4 time segments: recovery within 10, 20 or 30
minutes and recovery after more than 30 minutes.
ALR4-1: The percentage of AC transmission protection system misoperations (for automatic
transmission outages 200 kV and above, including AC circuits and transformers, where all transformer low-side voltage levels are 200 kV and above).
ALR 6-1: The number of mitigation plans, and increases/decreases in that number, developed
to meet reliability requirements in the planning horizon. Mitigation plans are Special Protective
Schemes, Remedial Action Schemes, and/or Operating Procedures developed to meet reliability
criteria.
ALR 6-2: The number of Energy Emergency Alert 3 (EEA 3), i.e. firm load interruptions2 , called
on a quarterly basis.
ALR 6-3: The number of EEA 2, i.e. the number of times a control area foresaw or implemented
procedures up to but excluding interruption of firm load commitments.
ALR 5-1: The number of times that system voltage is outside a predetermined band around
nominal.
ALR 1-12: The average frequency response for all events where frequency drops more than
35 mHz within a year.
2 Firm load interruptions do not include interruption of contracted interruptible services.
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ALR2-3: the number of activations of under-frequency load shedding by each region and total
MW of load interruption by each region and NERC wide.
ALR 6-11: The number of AC transmission (200 kV and above) element outages that were initiated by failed protection system equipment.
ALR 6-12: Same as ALR 6-11 but initiated by human errors.
ALR 6-13: Same as ALR 6-11 but initiated by failed AC substation equipment.
ALR 6-14: Same as ALR 6-11 but initiated by failed AC circuit equipment.
ALR 6-15: The percentage of time the aggregate of transmission system facilities (i.e. AC lines
and transformers operated at 200 kV and above) are available for service. This includes outages
caused by both automatic and non-automatic events. Momentary outages are not included in
this calculation.
ALR 6-16: Same as ALR 6-15 but for transmission system elements, i.e. AC circuits and transformers at 200 kV and above.
Some of these metrics focus on adequacy (ALR 1-3, 6-2, and 6-3) and some on security (ALR 1-4,
1-5, 1-12, etc.).
NERC also defines more global metrics. The reliability performance gap (RPG) and adequacy gap
(AG) respectively count the number of security and adequacy related events over a given time period [73]. The severity risk index (SRI) is a metric that multiplies the MW lost due to the transmission
or generation by a factor that takes into account the promptness of the restoration, the number of
transformers lost and the number of generators lost in a given day [74]. The integrated reliability
index (IRI) is a composition of an event-driven index, a condition-driven index and a standard statutedriven index with appropriate weighting factors [75]. As for the ALR metrics, these metrics are easy
to evaluate ex-post but are less relevant in ex-ante analyses. Additionally, these integrated metrics
are useful to evaluate the evolution of the system reliability over the years but lack transparency and
thus do not allow to identify system weaknesses.

5.1.4 Selection of reliability metrics for the CYPRESS project
Table 5.1 summarizes the scope of applicability of different metrics. Note that in some cases, the
application of a metric in another scope requires a slight modification of its definition. For example,
NERC defines LOLH as the expected number of hours per year when a system’s hourly demand is
projected to exceed the generating capacity. If we adapt the definition as “the expected number of
hours per year when a part of the demand cannot be satisfied (due to security-related events)”, then
we can use the metric for security.
In principle, all metrics listed in Table 5.1 are relevant for the CYPRESS project. There is no reason
to a priori exclude the use of any of these metrics for the upcoming CYPRESS project tasks. It is rather
more useful to discuss clearly the properties of these metrics, so as to facilitate informed selection.
Let us thus distinguish the following classes of metrics based on:
1. physical variables of the bulk power system (e.g., low voltage/voltage instability/overloading risk
indicator);
2. statistics of observed/potential unwanted events (e.g., LOLH,LOLP);
3. the impact of unreliability on specific sub-systems (e.g., RES curtailment, Loss of load risk indicator).
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Table 5.1: Applicability of reliability metrics. Metrics on the same line have the same (or similar) definition.
Metric

Adequacy

Security

HLI

HLII

EENS (ENTSO-E / [70]) / EUE (NERC) x
x
x
x
LOLE (ENTSO-E) / LOLH (NERC)
x
x
x
x
LOLE (NERC)
x
x
x
x
LOLP
x
x
x
x
LOLEV
x
x
x
x
ALR metrics
x
x
o
x
RPG
o
x
o
x
AG
x
o
o
x
SRI
o
x
o
x
Full load hours of generation
x
o
x
o
RES curtailment
x
(x)
x
x
CO2 emissions
x
o
x
o
System minutes
x
x
x
x
LOLEP95
x
x
x
x
AIT
x
x
x
x
SAIFI
x
x
o
o
SAIDI
x
x
o
o
MAIFI
x
x
o
o
MAIFIE
x
x
o
o
OPS
x
x
x
x
RT
x
x
x
x
Low voltage risk indicator
o
x
o
x
Voltage instability risk indicator
o
x
o
x
Cascading risk indicator
o
x
o
x
Overloading risk indicator
x
x
o
x
High current risk indicator
x
x
o
x
Transient stability risk indicator
o
x
o
x
Loss of load risk indicator
x
x
o
x
x: applied, (x): applicable, o: not applicable.

HLIII

Reference

(x)
(x)
(x)
(x)
(x)
(x)
(x)
(x)
(x)
o
x
o
(x)
(x)
(x)
x
x
x
x
(x)
(x)
(x)
(x)
(x)
(x)
(x)
(x)
(x)

ENTSO-E, NERC, [70]
ENTSO-E, NERC
NERC
ENTSO-E, NERC
NERC
NERC
NERC
NERC
NERC
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
ENTSO-E
[67]
[67]
[67]
[67]
[68]
[68]
[69]

Metrics in the first class (based on physical variables of the bulk power system) are most suitable
for short-term (e.g., operational planning and operation) reliability assessment and control applications. Indeed, it makes perfect sense to analytically track the system variables in the operational time
scales to assess/ensure that the system will be operated within its technical security/adequacy limits.
Aggregating such system variables over longer-term contexts is not as useful, as it is not straightforward to interpret the resulting metrics. Metrics in the second and third classes are applicable both in
short-term and long-term contexts, even though they have (so far) been mostly used with a long-term
perspective.
It is also worth discussing that all metrics in Table 5.1 are based on physical rather than socioeconomic quantities. The implication is that such metrics can be used for reliability assessment, and
to express targets (constraints) for reliability control. However, these metrics cannot be directly integrated into objective functions for reliability control trading off the costs of achieving reliability vs
the costs of unreliability to the system end-users. By this, we would like to stress that a careful selection of a socio-economic model (including expertise possibly outside the CYPRESS consortium) is
necessary to make a valid translation of physical quantities describing the electricity service received
by end-users into socio-economic cost values.
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5.2 Resilience metrics
Resilience metrics provide measures on the ability of the system to prepare, withstand, adapt, and
recover from disruptive events. The metrics can be applied by decision makers for comparing different scenarios of resilience improvement upon the benefits gained and related costs to optimise
the investments. Furthermore, these metrics can be applied for definition of the resilience benchmarks and standards. However, in contrast to the reliability domain, there are no widely accepted
resilience metrics and standards. Rather, resilience metrics are typically selected upon the nature of
the threat/hazard under study, related system vulnerability, associated stakeholders, etc [76].
As mentioned in chapter 4, resilience is associated to the system performance through the different phases before, during and after a hazard. Resilience metrics therefore also focus on the recovery/restoration phase of the system, considering the actions taken by the operator to mitigate
the disruptive events. These actions can be repair tasks management/scheduling, dispatching adjustment, topology modification, etc. In this regard, the time and cost of the restoration phase are
two important aspects. These aspects are strictly dependent on the restoration strategy as well as
availability of the recovery resources (e.g., crews, spare parts, …). It must also be noted that the consequences of a particular hazard (initiating event) to a system highly depend on the system state at the
time of occurrence. Due to the inherent uncertainty in the system state, different consequences may
occur for a specific hazard, and thus the resilience metrics should in principle be stochastic variables
with statistical properties.
A resilience study covers the effects on the consumers, on the system operation and on the system infrastructure. Due to potentially high impact and duration of the events in the scope of a resilience study, the resilience metrics can be defined to consider safety, security as well as economic
aspects. The impact on the critical infrastructure functionality and society/community/commerce (e.g.,
lives in danger in hospitals and business interruption costs resulting from the power outage) can be in
the scope of a resilience study. Although quantification of these aspects is trickier than estimation of
the system performance metrics, it would help to evaluate investments on resilience enhancement.
In summary, the characteristics of the proper resilience metrics are: (1) to be useful for decision
making, (2) to provide a mechanism for comparison, (3) to be able to assist decisions for both planning and operations, (4) to be quantitative, (5) to reflect the uncertainties, (6) to support a risk-based
approach, and (7) to consider the recovery/restoration phase [77].

5.2.1 State-of-the-art resilience metrics
This section provides a literature review on the most relevant performance metrics to quantify the
resilience of an electric power system.
DOE metrics
A set of metrics has been developed by U.S. Department of Energy (DOE) Grid Modernization Laboratory Consortium for power system resilience assessment against disruptive events. Table 5.2
presents these metrics classified into two main classes of direct and indirect impacts as well as associated consequence categories. The metrics can be measured across spatial (geographical) and
temporal (duration) dimensions [78], [79].
Note that decomposition of the metrics to direct and indirect impacts refers to the fact that possible long widespread outages may have significant impact on the community (e.g., on transportation,
health care, manufacturing, and business). Table 5.3 provides a list of the typical statistical properties
which should be combined with the resilience metrics presented in Table 5.2 to provide a measure for
resilience of the system e.g. mean time to recovery, maximum cost of recovery, probability that utility
revenue losses will exceed a certain threshold level, etc.
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Table 5.2: Performance-based metrics defined by DOE [78]

Table 5.3: Typical statistical properties of the consequence pdf [78]
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Metrics defined upon resilience triangle/trapezoid performance function with separated phases
The resilience triangle is traditionally used in resilience studies as the performance response (or quality) curve of a power system during a disruptive event [80]. In this approach, the degradation of the
system performance after the event is assumed to be almost immediate which can be correct for
some disruptive events like earthquakes. However, it is not a generally valid assumption for the type
of events in the scope of resilience. Most recent works consider a multi-phase resilience trapezoid
(shown in Figure 5.1) for characterizing the system response following a hazard [81]–[83]. The performance response process consists of three phases: the hazard prevention phase (0 ≤ t ≤ t 0 ), the
damage propagation phase (t 0 ≤ t ≤ t 1 ), and the recovery/restoration phase (t 1 ≤ t ≤ t E ).
Resilience metrics should be able to reflect the system performance during different phases illustrated by the resilience trapezoid. In [81], [82], resilience is quantified as the ratio of the areas
between the target performance level (P T (t )) and the time axis, and the realized performance level
(P R (t )). The resilience metric between 0 and T can be formulated as:
RT

R = R0T
0

P R (t )d t
P T (t )d t

(5.1)

The value of R is bounded in the range [0, 1] where R = 1 is associated to a full resilient system.
The performance level can be defined as the system power level (MW), the availability of critical assets (e.g. overhead lines in a bulk power system), the number of the customers served, support level
of economic activities, etc. In this regard, different technical, organizational, social, and economic dimensions of resilience can be addressed. As mentioned in section 5.1, the definition of the metrics
highly depends on the goals of the study, stakeholders of interest, and the scope of analysis.
In [84], the system instantaneous resilience is considered as a function of time where the value
of resilience at time t r (t r ∈ [t 0 , t E ]) is calculated upon the system performance level (P) as:
R P (t r |e i ) =

P (t r |e i ) − P (t 1 |e i )
P (t 0 ) − P (t 1 |e i )

(5.2)

where e i is the disruptive event under study, t 0 and t 1 are the start and end time of the propagation
phase, respectively (see Figure 5.1). The minimum value of R P (t r |e i ) equals 0 at the end of propagation
phase where P (t r |e i ) = P (t 1 |e i ). The value of resilience R P (t r |e i ) equals 1 at the beginning of the
damage propagation phase and at the end of recovery phase (where the system has fully bounced
back to the nominal service level). Notice of course that this instantaneous metric only reflects the
system state at a specific moment.
Panteli et al. considered the resilience trapezoid for addressing two aspects of operational and
infrastructure resilience quantified using respective metrics [83]. Operational resilience is related to
the continuity in the system operation, e.g., the ability to supply the customers upon occurrence of a
hazard. Infrastructure resilience refers to the availability of the system physical infrastructure. In this
work, the authors modified the resilience trapezoid as shown in Figure 5.23 to explicitly distinguish
between a ‘post-disturbance degraded’ and a ’restorative’ state. Four metrics are defined in this work
to capture the system performance during different phases of the trapezoid. Table 5.4 presents the
key resilience metrics for how fast (Φ) and how low (Λ) the performance level drops in Phase I, how
extensive (E ) is the post-event degraded state (Phase II) and how promptly (Π) the system recovers
to the pre-event state (Phase III). Table 5.4 presents the mathematical formulation of the metrics
and associated measuring units for both operational and infrastructure perspective. The Φ-metric
characterizes the slope of degradation during the hazard (i.e. Phase I). The Λ-metric quantifies the
degradation level. The E -metric presents the time of the post-disturbance degraded state (i.e. Phase
II). The Π-metric quantifies the slope of the curve in the restoration phase (i.e. Phase III).
In addition to the ΦΛE Π resilience metrics, another metric associated to the area of the trapezoid
is presented in Figure 5.4 for both operational and infrastructure perspectives. This total area can
3 The term ’resilience indicator’ is equivalent to the performance level of the system as discussed above.
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Figure 5.1: Typical performance curve following a disruptive event characterized by a multi-phase
resilience trapezoid [82]

Figure 5.2: The multi-phase resilience trapezoid [83]
be decomposed into the three phases of the trapezoid for definition of three metrics Ar ea I , Ar ea I I
and Ar ea I I I associated to the areas of the phases (Obviously, Ar ea = Ar ea I + Ar ea I I + Ar ea I I I ). This
decomposition is quite meaningful to understand the amount of contribution of each phase in the
total resilience metric.
The Y-axis indicator of the resilience trapezoid in Figure 5.2 should be defined by the experts upon
the scope of the study, nature of the hazard as well as the goal of the study. For instance, for an operational resilience study of a bulk power system (hierarchical level II) where the objective is to assess
the ability of the generation and transmission system to deliver electrical energy to the bulk supply
points, this axis can be the total demand supplied in the intersection of transmission and distribution
grid. For an HL-I study, it can be the amount (or number) of generation capacity connected to the
grid. In an HL-III study, it can be number of the consumers affected or the amount of demand (MW)
not supplied in a region or for a specific DSO (in case, some DSOs cooperate with a TSO as the case
of Belgium). In terms of the infrastructure resilience perspective, it can be the number of in-service
transmission lines, number of the generators in service and the other infrastructure of interest in the
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Table 5.4: Mathematical formulation of resilience metrics [83]

scope of the study and associated hierarchical level.
In [85], the authors proposed a multi-layered energy resilience framework. The focus of the first
layer is on the system assets. In this layer, the objective is to assess the ability of the system to recover to the normal state after the event without human intervention. The metrics in this layer can
be: the rate of disturbance consequence (e.g. number of lines tripped per hour or number of lines
tripped), the duration of the performance disruption (hours), the rate of system recovery (e.g. number
of lines restored), etc. The second layer considers the system assets as well as the operational characteristics of the system for mitigation of the hazard and recovery process. The operational resilience
metrics can be: the rate of disturbance consequence (e.g. kW power loss per hour or power capacity
loss), the duration of the performance disruption (hours), and the rate of system recovery (kW power
restored). The third layer (community and societal) refers to the cooperation, collaboration, or partnership between the energy service providers and the demand-side consumers (the “community”),
and the other stakeholders.
IEEE Metrics
The IEEE PES Distribution Resilience Working Group defined resilience metrics considering two categories of disruptive events: (1) Storm resilience, and (2) Non-storm (gray sky) resilience. The storm
resilience metric focuses on the speed of system recovery with the objective of reducing the number
of customers without power for more than 12 hours from the time the customers lose power during a storm. The metric considers the customer service interruptions restored automatically without
human intervention in order to capture the value of the existing technology solutions (e.g. distribution automation, advanced distribution management system, microgrids, …) applied in the grid. The
metric is defined as the ratio of customers without power for more than 12 hours and total customer
interruptions (i.e. sum of the customers automatically restored through technology solutions and
sustained customers interruptions). The focus of the non-storm (gray sky) resilience metric is on the
robustness and the ability of the system to withstand these events. The metric is the percentage of
gray sky days in a year that the customer interruptions do not exceed a pre-defined threshold value.
This threshold value (e.g. 0.375% of the total number of customers) is defined by the system operator
[78].

5.2.2 Selection of resilience metrics for CYPRESS project
This section is dedicated to the selection of resilience metrics in the context of CYPRESS project. We
propose a 3-step approach defining:
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i the perspectives of study (e.g., operation, infrastructure,etc.);
ii performance levels relevant for the perspectives of the study (e.g., served load demand, number
of available transmission assets, etc.);
iii metrics on the temporal evolution of the performance level (e.g., maximum drop with respect to
a baseline value, time to full recovery, etc.).
Upon selecting the perspective, the choice of a performance level variable is the critical aspect for
the definition of a resilience metric. Table 5.5 presents the performance levels proposed for operational and infrastructure perspectives in different hierarchical levels. Table 5.6 provide a set of metrics
from infrastructure and operational perspective in accordance with the parameters defined in Figure
5.3 for characterizing the performance of an electric power system by a trapezoid curve and Figure
5.4 for overlapping phases curve.
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Table 5.5: Performance level variables
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Table 5.6: Resilience metrics for operational and infrastructure perspectives
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Figure 5.3: Resilience trapezoid curve with separated phases
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Figure 5.4: Overlapped phases resilience curve
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6
Cybersecurity metrics

6.1 Introduction
Besides reliability and resilience metrics defined in the previous section, cybersecurity metrics of electric grids and cyber assets related to the cyberspace need to be evaluated. However, it is essential to
state that a general concept of cybersecurity metrics that apply to all systems does not exist. Cybersecurity is needed if there is a threat to any cyber asset. Thus, any security metric should be defined
according to the specific threat.
Cybersecurity metrics are needed to evaluate whether any process’s performance and outcome
are aligned with the electric grid’s service purpose. Therefore, this section will discuss what cybersecurity metrics can be defined for the cybersecurity of electric grids. The rest of the section will cover
standards and methodologies related to electric grids and characteristics of good cybersecurity metrics.

6.2 Standards and Methodologies
This section is dedicated to the most recognized cybersecurity standards that address cybersecurity
issues in the electricity sector.

6.2.1 NISTIR 7628
The NIST Internal or Interagency Report (IR) 7628 Guidelines for Smart Grid Cybersecurity is a three-volume
report which presents an analytical framework that organizations can use to develop effective cybersecurity strategies tailored to their particular combinations of Smart Grid-related characteristics, risks,
and vulnerabilities. NISTIR 7628 approach to protecting a smart grid subsystem involves a determination of logical interface categories for that subsystem described in Figure 6.1 in seven main domains:
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transmission, distribution, operations, generation, markets, customer, and service provider, followed
by the assignment of security requirements associated with the categories. Twenty-two interface
categories are specified in the publication, and over 180 high-level requirements are described in the
standard [50].

Figure 6.1: NISTIR 7628 domains [48]

All in all, NISTIR 7628 requirements are categorized into three groups [50].
GRC (Governance, risk, and compliance) group covers the requirements described at the structural and organizational level of the entity.
Technical group covers the requirements applicable to all systems and subsystems from a logical
and technical perspective.
Unique technical group covers the requirements valid for components which are covered through
logical and technical perspective.
According to this categorization and definition of domains, NISTIR 7628 defines high-level security
requirements categorized into groups to apply in a whole domain space described. The standard establishes and prioritizes cybersecurity objectives where availability is considered on the top, followed
by integrity and confidentiality. Availability is the most critical security objective for power system
security because the time latency of grids is strongly correlated with the availability of cyber assets,
which is crucial in the operation of power systems. In order to meet the objectives, it is essential
to define the entire cyberspace to be protected, perform periodic risk analysis and apply appropriate
cybersecurity controls to the power systems. To do that, one must indicate adequate cybersecurity
metrics to measure and quantify both the risks and the results of the controls.

6.2.2 ISO/IEC 27001/27000 Series
ISO/IEC 27001 Information technology – Security techniques – Information security management systems
is the most popular standard used in any solutions or enterprises where it is recognized and adopted
worldwide. ISO/IEC 27001 defines a life-cycle of an information security management system that
consists of correlated activities that aim to provide an appropriate level of protection to cyberspace.
The requirements have a universal character, i.e., they can be applied to practically all organizations,
regardless of their type or size, rather than specific, oriented towards a particular business sector
or activity. They refer to the following areas of information security management, consisting of 14
groups and 114 controls defined under [86]:
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Information security policies
Organization of information security
Human resource security
Asset management
Access control
Cryptography
Physical and environmental security
Operations security
Communications security
System acquisition, development, and maintenance
Supplier relationships
Information security incident management
Information security aspects of business continuity management
Compliance; with internal requirements, such as policies, and with external requirements, such
as laws
While ISO/IEC 27001 does not define any metrics, it recommends that each enterprise defines
metrics aligned with their business goals and objectives.

6.2.3 IEC 62351
IEC 62351 Power systems management and associated information exchange – Data and communications
security is a standard designed for cybersecurity of power systems. It explicitly addresses the protocols defined by the IEC standards. IEC 62351 addresses the following areas of electric power systems
[50]:
control equipment and systems, power system monitoring,
communication networks and systems for power utility automation, including substations, control centers,
energy management systems,
distribution management.
IEC 62351 is a technical and detailed standard that encompasses 14 publications covering primary
aspects of cybersecurity of power systems, including possible threats, threat actors, vulnerabilities,
attacks, and countermeasures with cybersecurity processes such as risk assessment, organizational
structure, and security management.
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6.2.4 IEEE 1686
IEEE Std 1686-2013 IEEE Standard for Intelligent Electronic Devices Cybersecurity Capabilities defines cybersecurity controls needed to be integrated into intelligent devices used in electricity sectors. [50].
Cybersecurity controls specified in the standard are primarily dedicated to protecting the activities
related to digital, local, or remote data access, diagnostics, configuration, firmware revision, or configuration software update of an IED. They regard access control, event recording, security-related
activities monitoring, availability of monitoring data to a supervisory control system, cryptographic
mechanisms, identification, authentication, etc.

6.3 Cybersecurity Metrics
Enterprises aim to describe their assets, processes and risks in a determined and structured manner. This determination is done through consistent and adequate definitions of metrics. Accordingly,
metrics are described through a measurement baseline. For example, 73% of tickets opened to a help
desk are resolved until 5:00 PM. This metric describes both the activity and baseline. In this part of the
section, the need and steps to define good metrics from cybersecurity perspective will be analyzed
and evaluated.

6.3.1 The Need for Cybersecurity Metrics
Cybersecurity exists for supporting the continuous operation of the enterprise, thus IT services. Likewise, IT services should monitor this continuity in some manner. For this reason, the concept of metrics and indicators are introduced based on the information received from different parts of the enterprise such as processes, people, and technologies. Several reasons why enterprises need metrics
are defined as below [87].
Evaluating compliance: Most enterprises must comply with some regulations or laws. For example, in USA, power systems must comply with the requirements described in the NISTIR 7628
standard. Likewise, most enterprises can prove their resiliency if they are certified as ISO 27001
compliant. Thus, implementation and monitoring of adequate metrics allows enterprises to
check compliance regulation or law-based requirements such as number of sensitive data types,
and accordingly take actions to ensure such compliance.
Process effectiveness: Metrics are measurements to quantify a process. Thus, metrics serve to
monitor how well any process is implemented.
Measuring status against established objectives: As described in all cybersecurity standards,
metrics serve for seeing if the cybersecurity goals of the enterprise such as availability, integrity,
and confidentiality are achieved.

6.4 Selection of Cybersecurity Metrics for CYPRESS Project
Cybersecurity metrics cover all areas of cybersecurity with an holistic approach. Thus, a comprehensive domain set must be established. Accordingly, well-known CISSP CBK(Common of Body Knowledge) 2018 [88] is used to categorize cybersecurity metrics in the following eight domains.
Domain 1: Security and Risk Management
Domain 2: Asset Security
Domain 3: Security Architecture and Engineering
Domain 4: Communication and Network Security
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Domain 5: Identity and Access Management
Domain 6: Security Assessment and Testing
Domain 7: Security Operations
Domain 8: Software Development Security
As domains 1,6 and 8 are not relevant for this section, those metrics will not be demonstrated.
38 cybersecurity metrics related to other domains are described in the next sections.

6.4.1 Domain 2: Asset security
Asset security briefly covers physical requirements of cyberspace covering classification and ownership of assets, privacy and handling requirements. This section describes cybersecurity metrics
related to asset security.

Code
CS-1
CS-2
CS-3

Cybersecurity Metric
Percentage of cyber assets which has no owner
Percentage of cyber assets monitored
Percentage of systems in compliance with
organizationally mandated configuration guidance

Table 6.1: Domain 2: Asset security cybersecurity metrics for CYPRESS project

6.4.2 Domain 3: Security Architecture and Engineering
This domain briefly covers secure design principles, cybersecurity models, cryptography and vulnerability inside cyberspace. Accordingly, this section describes cybersecurity metrics related to security
architecture and engineering.

Code
CS-4
CS-5
CS-6

CS-7

CS-8

Cybersecurity Metric
Frequency of software/service integrity check
Percentage of remote access points used to gain unauthorized access
Percentage of cyber assets to which
cybersecurity technologies have been applied
Percentage of data which are encrypted on cyber assets for
- data at rest
- data in transit
- data on storage
Strength of encryption mechanism on cyber assets for
- data at rest
- data in transit
- data on storage

Table 6.2: Domain 3: Security Architecture and Engineering cybersecurity metrics for CYPRESS project

6.4.3 Domain 4: Communication and Network Security
This domain covers knowledge related to secure design principles, secure network components and
channels within the architecture. All in all, this section describes cybersecurity metrics related to com83

munication and network security.

Code
CS-9
CS-10

CS-11

Cybersecurity Metric
Number of access points (attack surface) to the cyberspace (network perimeter)
Minimum number of independent single machine
compromises required for a successful network attack
Length of time to detect recognized attacks, incidents, or breaches
- packets to/from an invalid port on a server
- attempts to access unauthorized ports or inaccessible addresses
- attempts on IP address spoofing
- unroutable IP addresses to be reported
- packet capture and sniffing devices that are connected to the network

Table 6.3: Domain 4: Communication and Network Security cybersecurity metrics for CYPRESS project

6.4.4 Domain 5: Identity and Access Management
This important domain helps professionals on how to control the way roles can access cyber assets
according to access rules such as need-to-know principle, segregation of duties and principle of least
privilege. This section describes cybersecurity metrics related to identity and access management.

Code
CS-12
CS-13
CS-14
CS-15
CS-16
CS-17
CS-18
CS-19
CS-20

Cybersecurity Metric
Number of authentication failures
False acceptance (and rejection) rates
during accessing (and authenticating) cyber assets
Percentage of cyber assets to which access is
controlled based on criticality and sensitivity
Percentage of cyber assets technically enforced
- by 2-person controls
- 2FA controls
Level of minimum password strength (the shortest time (in days)
needed to crack a single password for any account of any cyber asset)
Percentage of users with access to shared accounts
Number of distinct accounts per user
Number of unique user IDs with administration (root) access privilege
Percentage of cyber assets for which criticality has been determined

Table 6.4: Domain 5: Identity and Access Management cybersecurity metrics for CYPRESS project

6.4.5 Domain 7: Security Operations
Security operations domain addresses the way cybersecurity plans are put into action through several
applications such as logging and monitoring systems, incident management, disaster recovery and
business continuity. This section describes cybersecurity metrics related to security operations.

Code
CS-21
CS-22
84

Cybersecurity Metric
Time between decision to reconfigure
resources and completion of reconfiguration
Frequency of audit record analysis for inappropriate activity

CS-23
CS-24
CS-25
CS-26
CS-27
CS-28
CS-29
CS-30
CS-31
CS-32
CS-33
CS-34
CS-35
CS-36
CS-37
CS-38

Average length of time between cyber incidents
Length of time between an initial adversary act and its detection
Time to respond to cybersecurity incident/breach
Percentage of vulnerabilities for which remediating
actions have been taken or that have been mitigated
Percentage of compromised critical information
stores which are irretrievably lost after the incident
Percentage of security incidents
allowing unauthorized entry into cyber assets
Average time to restore/ back up
Time between initiation of recovery procedures and completion
of documented milestones (at a minimum level of acceptability)
in the recovery, contingency, or continuity of operations plan
Elapsed time for mission damage assessment
Quality of restored / recovered / reconstituted data
Number of attempted intrusions detected
Number of attempted intrusions prevented
Number of cyber assets that have not undergone security testing
Percentage of cyber assets which are backed up
Frequency of alternate path usage
Confidence that alternative cyber asset
is not affected by similar issues

Table 6.5: Domain 7: Security operations cybersecurity metrics for CYPRESS project
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